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Ilepeyenb coxkpameHui

Tepmun

Omnpenesienue

APM

ABTOMaTI/I3I/Ip0BaHHOG pa60qee MCCTO.

baza nmanHbIX

(b1

COBOKYITHOCTb JJaHHBIX, OPTaHU30BAHHBIX B COOTBETCTBUU C KOHIENITYyaJIbHON
CXEMOM, ONUCHIBAIOIICH XapaKTEPUCTUKU dTUX JIAHHBIX U CBSI3U MEKITY
COOTBETCTBYIOIIMMH UM 00BEKTaMH, MOJJICPKUBAIOIIAS OJTHY HJIH HECKOJIBKO
MIPEAMETHBIX obJlacTei

Hoctym k OsznakomieHue ¢ wuHpopmanueld, ee oOpadOTKa, B YaCTHOCTH, KOIMUPOBAHUE,
uHpOpMaIU MOIU(BUKAIMS WM YHHITOXKEHUE HH)OpMAIIH
(Jloctyn)
I132KO [IpoBaiiaep 3apyOeKHBIX HKEJIE3HOIOPOKHBIX ONIEPATOPOB
JIumo, coTpyaHHK 3aKa3z4yrKa WM OpraHU3alUii-areHTOB, YYaCTBYIOIIEE B
KIMOHUPOBaHUU CHCTEMBI WM UCTIONB3YIOIIEE PE3YIIbTATHI €€
[Tonp3oBaresns Dyu P yio pesy
(G yHKIIMOHUPOBAHUS
1o [Iporpammuoe obecrnieueHue
[IK ITepcoHanbHbBI KOMITBIOTED
WuTterpanuonHas miatgopma sl OpraHu3aiuy Ipoiak aBUaObUIIeTOB U
C COITYTCTBYIOIIUX YCIYT OpPraHU3alsIMU areHTaMu CO BCTPOCHHBIM OUJUTMHTOM U
ucreMa .
MIOPTAJIOM CaMOOOCITY>KUBAaHUS COTPYTHIUKOB OpTaHU3alluil areHTOB
Be6-cepBep 1 mouTOBBIM MpOKcU-cepBep, padoTaromuii Ha Unix-mogo0HbIX
OTIEpaLlMOHHBIX CHCTEMaXx (TecTupoBajach coopka u padora Ha FreeBSD,
Nginx OpenBSD, Linux, Solaris, Mac OS X, AIX u HP-UX). Hauunas ¢ Bepcuu 0.7.52
NOSIBUJIACh SKCIIEpUMEHTaNbHas OuHapHas coopka mox Microsoft Windows
CereBoe )XypHAIHPYEMOE XPaHHIIUINE TaHHBIX TUTIA «KJIFOU - 3HAYEHUE) C
Redis OTKPBITBIM UCXOJHBIM Kos1oM. Hepensaunonnas BeicokonpouspoautenbHas CYB/]
(anrn. remote dictionary server)
CBoOoHas cucTeMa MOHHUTOPHHTA M OTCIIC)KHBAHHUSI CTaTyCOB Pa3HOOOPA3HBIX
Zabbix CEpBUCOB KOMIIBIOTEPHON CETH, CEPBEPOB M CETEBOTO 00OPYAOBaHUS




1 ITepBu4HBbIE IeiicTBUS

1.1 Cneumanuctbl, HEOOXOIUMBIE JIJIs1 00eCTIeUeHHs pabOThI CHCTEMBI

MuHuMaNbHOE KOJIMYECTBO CHEIHATMCTOB, HEOOX0IUMOE [T 00eCTIeYeHHs pAa0OThI CHCTEMBI.

I[J'ISI pa6OTBI CHCTEMbI MUHHUMAJIbBHO HCO6XO,I[I/IMBIZ

- 1 cucTeMHBIN aAMUHUCTPATOD;

- 1 agmMuHHCTpaTOp 0a3 TaHHBIX.

CHcTeMHBIH AIMUHHUCTPATOP U AAMUHUCTPATOP 0a3 JaHHBIX OOJIKHBI O6HaI[aTb BBICOKHM

YPOBHEM KBaJ'II/I(I)I/IKaI_[I/II/I B CJICAYIOIIHX obnacTIx:

1

aJIMHHHCTPUPOBAHUE TEXHUYECKUX CPEJCTB (CepBEphl, pad0OYNE CTAHIINN);

-~ aIMUHUCTPHUPOBAHHE IPOrPAMMHOIO OOECICUYCHHS OICPAMOHHBIX CHCTEM H CHCTEM
yIpaByieHus1 0a3aMu JIaHHbBIX;

- pa3paboTka, ympaBieHHe M peanu3anus S(QOEKTUBHOW MOMUTUKKA HMHPOPMAIIMOHHON

0€30I1aCHOCTH;

- MOJACpHHU3anus NpOorpaMMHbIX U TCXHUYCCKUX CPCIACTB.



2 JlelicTBUSI CHCTEMHOI'0 a/IMMHUCTPATOPA NMPHU YCTAHOBKE M HAJIaJKe CHCTeMbI

2.1 TpeboBanus Kk paboyemMy MECTY CHCTEMHOTO aIMUHUCTPATOPa

Pabouee MeECTO CHCTEMHOTO aIMUHUCTpPAaTOpAa:

- CTaHIApTHBIA O(HCHBIA NEPCOHAIBHBI KOMIBIOTEP, OCHAIIEHHBIH  Opay3epamu,
HNHTepHeTOM 1 cCHaOKEeHHBIN UCTOYHHKaMU Oecriepe0oitHoro nutanus 220 BOJIBT;

- omepanuoHHas cucreMa He Hibke Windows 7/8/10, Linux ¢ sigpom 2.6/3 .x;

- HaJIMYME HEMPEPHIBHOTO MOJKIIOUECHUSI Kaxzaoro u3 mnoisb3oBareiabckux [IK xk ACY

nocpeactBoM cetu TCP/IP, He xyxe 256 kOuT/c 1 3anepxkoi (ping) He 6onee SO Mcek.

2.2 TTapameTpbl MPOrpaMMHOTO oOecredeHus, Heooxoaumble it padbotel ¢ AUC

Hoctyn monb3oBarensi K CHCTeMe OCYIIECTBISCTCS B PEXKHUME TOHKOTO —KIIMEHTA,
(bYHKIIHOHMPYIOIIEr0 B Pa3MYHBIX OnepannoHHbix cpenax — Microsoft Windows, Unix (Linux), Mac
Os.

Joctyn k Cucreme BO3MOXKEH C JIF0OOr0 TEPMUHAIBHOIO YCTPOWCTBA (TEpMUHANA) B PEKUME
PEaTLHOTO0 BPEMEHH.

st pabotsl ¢ CrcTeMbl HEOOXOIUMO:

- TEpMHUHAJIBHOE YCTPONCTBO (KOMIBIOTEP, CMAPT(OH, IUIAHIIET U T.11.);

- joctyn K cetn MHTepHeT;

- Opaysep ¢ mommepxkkoii HTML 4.0, CSS Level 2, JavaScript 1.1. u BbllIe, pexuma
acMHXpoHHOTO  B3ammognenctBusi  JavaScript/ XML  (XMLHttpRequest wu  T1.1mm.).
[Tonw3oBarenbekue uHTEpdEricel CHCTEMBI COBMECTUMBI ¢ Opaysepamu: Microsoft Internet
Explorer Bepcun 8.0 unm Boie, Mozilla FireFox Bepcuun 6.0 nnm Boime, Google Chrome
Bepcun 10.0 ninu BeILIE;

- ceprudukar Oe3omnacHocTH (mpu Hanmuuuu). HeoOXoIMMOCTh YCTaHOBKH, YCTaHOBKA U
BblJjaua cepTUdUKaTa OE30MaCHOCTH OMNpelenseTcs W MPOU3BOAUTCS CHCTEMHBIM

aIMUHUCTPATOPOM.

Ilpumeuanue:

B nacmoawuii momenm ucnonvzyemcs xopuesou SSL cepmugpuxkam, noomeepaicoarowuii
8aNUOHOCIb OOMEHHO20 UMEHU, NO KOMOPOMY OOCMYNHO NPULONCeHUe O NONb308ameNs U3 cemu
HUnmepnem.

Jlannwiii cepmughuxkam nyoauuen, u e2o Moxcem Kmo y200HO NOCMOMPeny/yCmaHosums K cebe.

Ha camom oene bpaysep cam mak u denaem npu nepgom obpawjenuu Ha partner.fpc.ru.



Hocmyn Kk npunoscenuro 6vl0aémcsi no J02UHY U NApoON0 C UCNONb308AHUEM OBOUHOL

(0syxgpaxkmopnoil) aymenmugpurayuu noavzogamens. AOMUHUCMPAMOP OOJJICEH BblOAMb JIO2UH U

naponv, U 008ePeHHbIM CHOCOO0M CO0OUUMb e20 Kiuenmy (8 paspeze B2B).

Joctyn monbp3oBaTeneld K (DYHKIMOHAIBHBIM CEPBHCAM OCYIIECTBISICTCS IO TEXHOJIOTHUH

«TOHKOTO KJIMEHTa» Ha 0a3e web-o0o3peBarens (Opaysepa) mocpeacteom APM (aBToMaTH3UPOBAHHBIX

pabounx wmecrt). Tum wucnonsdyemoro APM u cocrtaB (QyHKUMH, IOCTYHMHBIX MOJB30BATEINIO,

OIIPEACIISICTCA B 3aBUCUMOCTH OT €TI0 POJIH. HpI/I 3TOM POJIb OIIPECACIIACTCA IIpaBaMu I10JIb30BaTeJIeH Ha

JIOCTyll K cepBucaM, (QYHKIUSM u JaHHBIM, a APM — cnoco0 mpencraBieHus nHDOpManud u

pasMEIICHUA YIPAaBIAOIUX 3JICEMCHTOB, OITUMHU3UPOBAHHBIC JIA COOTBeTCTBYI-OI_Heﬁ KaT€ropmuu

OJIL30BaTENIEH.

2.3 OO0t BUJ CUCTEMBI

OOmwii Buj cuctemsl npenctasied Huwxe (Pucynok 1). S1, S2, S3, S4 — sto cepsepa.

(nonbaoBaTenu )

Winserv2012R2

S1

Ul

API

BHewHuUi aapec

BHyTpeHHWI agpec

S2

Ul
API

3K

2.4 Pa3BepThiBaHue npriioxkeHnst B2B

S3

Ul

API

nginx
Centos 7

Ul

S4

Ul

API

B4

Pucynox 1 — OOGmiuit BUI CUCTEMBI

O Redis

Centos7

PG
Centos7

CHuCcTeMHBIN AIMUHHUCTPATOP MOJYHYACT JOCTYII K CUCTEME, IMOCJIC 3aKIIIOUYCHUA JOTOBOPA MCIKIAY

3akazunkom u McnomaureneM. Bee moapoOHbIe neTanu HEOOXOAMMO CMOTPETh B COOTBETCTBYIOIIEM

JIOTOBOPE.



2.4.1 TpeOoBaHUS U MOATOTOBKA CUCTEMBI

1. Windows 2012 R2;
2. J10JDKHBI CTOSATH BCE aKTyaJIbHbIe OOHOBJICHNS,

3. OO0s3aTenbHO AOKHO cTosATh oOHOBIIeHUE (KB3102467)
Microsoft .NET Framework 4.6.1 8 Windows Server 2012 R2 mis 64-pa3psiHbIX CHCTEM;

4. Jlns TectoBoii cpenbl, Ha cepBepe b/l B konue danaa postgresgl.conf nHyxuo no6aBisTh

cTpouKy custom_settings.working_mode = ‘test'.

2.4.2 Ycranoska IS

1. 3amyctuth MacTep nobaBieHus posield, Beinensiem Beb-cepsep (11S).

e Macrep ao6asneHvs ponev ¥ KOMMNOHEHTOB ILIE-
Bbibop porneit cepeepa R

Mepes Hauanon paborsl Bribepute ogHy a1 HECKOABKO PONei ANA YCTAHOBKY Ha 3TOM Cepeepe,
epef Ha4a/ICM CO

THn YCT3HOBKM Ponn Onucanue
Brifop cepeepa A Be6-cepsep (IIS) npegoctaenser

macwTabupyemyro MHGpacTpyKTypy

3 L1 DHCPcepocp [ HAAEXHYH, YTIPAEAREMYHO 11
onv cepeepa ] DNS-cepsep

[] Hyper-v seb-npunoxexuni.
is) 1
CayxBel poned A [:I ﬂoﬁeﬁnue cnyx6el Active Directory ‘
MoATBEpXAEHWE [[] Pexum Windows Server Essentials |

[[] Cepsep npunoxeruit
[] Cayx6ui Active Directory obneruenHoro aoctyna ¥
[] Cayx6sl Windows Server Update Services

[[] Cayx6er akrusaumm kopnopatusHsix AULEH3MI |
Il Cayx6bl neyat ¥ AOKYMEHTOB

[] Cayx6e1 noautuku cetv v goctyna

[[] Cayx8el paseeproianus Windows

[[] Cayx6ei ceptudukaros Active Directory

— v

A " o ] >

I < Hasag I’ Danee > Ycranosuts

Pucynox 2 — Jlo6aBrienne poJieil 1 KOMIIOHEHTOB

2. Haxare nanee.



KOHEYHsIV CEPBER

Boibop koOMMoOHeHTOB o0

ﬂepeA HaUY2NOM paéOTbl Bu6epme OAVH UK HECKONbKO KOMMOHEHTOE ANA YCTaHOEKW Ha 3TOM Cepeepe.

TWN YCT2HOBKM KomnoneHTst Onucatune

Buifop cepeepa O e e e ~ Mnavpopma .NET Framework 4.5
PoAv cepsepa I [[] Cpeactea yaanerHoro agmuHucTpuposanus ceps obecne4nsaeT KOMNAEKCHYIO 1

[] Cpeacteo npocmorpa XPS UENbHYI0 MOAENbL
nporpaMMuposaHva ans Beictporo
CO3AaHWUS ¥ 3aMycKa NPUAOKEHIHA,
[ Yaanenroe PazHoCTHOE OxaTve NPeAHa3HAYEHHBIX ANA Pa3NYHbBIX

[ Yaanernwiii nomowHmk nAaTdOpM, B TOM Yvcne ans
HacronsHbix 1K, cepeepos,
CMapTHOHOB, YacTHbLIX W

O Ounetp Windows TIFF [Filter obueaocTynHbIX 06Aa4HBIX CUCTEM.

p [] ®onosas VIHTEANEeKTyanbHan cayxb6a nepeaaun (B
b [ ©ynkumn NET Framework 3.5
4 [B] Oynkumn NET Framework 4.5 (YcraHoeneHo 2 us
ASP.NET 4.5
b [ Cnyx6sl WCF (YctanoeneHo 1 us 5)
[[] Wudposarue aucka BitLocker

KOMNOHEeHThI
[ CranaaprusuposanHoe ynpasneue xpanunian
Posik eeb-cepeepa (I1S)
CnyxBel poneit

MoaTsepxaeHue [[] ¥npaenenue rpynnosoii noautvikoii

<] [0 [ B3

| < Hasag H [lanee > | IYCraHosmH Ormena

Pucynoxk 3 — Haxats nanee

3. Ha skpane kommoneHToB BeyienuTh .NET 4.5.
4. Haxats nanee.

5. Jlamee ycraHOBUTH KOMITOHEHTHI [IS kak moka3aHo Ha CKpUHIIIOTAX.

4 Beb-cepeep
4 besonacHoCTs
DuALTpaLMA 3aNpoCcos =
IP-aapec v orpannyeHns JomeHa
[] Aeropusauma URL-agpeca =
[] AaiigxecT-nposepka noanuHHOCTH
OBbiuHas NpOBEpKa NOAAVHHOCTY

I Mposepxa nognuanoct Windows

[[] Npoeepka NoanMHHOCTY € CONOCTAENEHUEM CEPTUDMKATE KNVEHTa

[[] Mposepka noanvHHOCTH ¢ conOCTaEAEHMEM CepTUdMKaTa KaveHTa |1

] LenTpannsosartaa nogaepxka SSL-ceptuduxkara
4 WcnpaeHocTs v avarHocTvika

BeaeHue xypHana HTTP

[] Beaenwe xyprana ODBC

<] " HE2

Pucynok 4 — YcraHoBka KOMIIOHEHTOB 4acTh |



Bribepure cnyx6bl poneii gns ycraHoeku anA Beb-cepsep (IIS).

Chyx6bl poneit

Sy e e mem el i m mmaae e— —

[[] Cxatue aunamuueckoro cogepxvmoro
4 Paspabotka npunoxeHui
[] Asp
ASP.NET 3.5
ASP.NET 4.5
] cal
[[] Bratouerma Ha cropoHe cepsepa (SSI)
[] Wnuuuanmsauus npunoxermii —
|

Pacwupenus ISAP] =
Pacwupsemocts .NET 3.5
Pacwupsemocts NET 4.5 =
OunsTpe: ISAPI

4 [ ] FTP-cepsep

< " [T>]

PucyHnok 5 — YcraHoBKa KOMIIOHEHTOB 4acTh 2

[] Pacwupsemocts FTP
CpeacTea ynpasnequs §
KoHconb ynpaenerua cayxbamu IS

Habopbl cuMBONOE W cpeAcTEa ynpasaeHdnsa cnyxbamum IS 3

[] Cayx6a ynpaenenus

b [[] ¥npaenenue coemectumoctsio c IS 6

Pucynok 6 — YcraHoBKa KOMIIOHEHTOB 4acTh 3

2.4.3 Pa3BepThIBaHUE MPUIIOKEHUS

1. TlpoBepuTh mpaBa Ha HNaNKH.



lMpeasiaywve sBepcim

O6wwe | Loctyn

Wmsa obvekta: C:\Onel

pynnb! MK Nonb30BaTENM:

% AgmuHncTpaTopsl (APPO3\AgmuHmncTpaTopsi)
a Monezosatenn (APPO3\MNonsz0BaTEnM)
“A11S_IUSRS (APPO3\IS_IUSRS)

1< n

YToBbl MZMEHNTE Pa3peLIeHUA,
HaxmuTe KHonky "Mamernts".

Pazpewenuna ana rpynnel "1IS_IUSRS™

Paspewnts 3anpemms

MonHeit gocTyn

Wsmenenne

YreHue 1 BoinonHeHue
Crnmcok coaepxmMmoro nanku
Yrenme

3anuce

0K

| | Omvena | I MpumernTs |

Pucynoxk 7 — CoiicTBa nanku 1



Mpeabiaywme sepcun

Obwme I Doctyn

Wma obvekta: C:\Onel‘\Log

[pynnbl unK Nons30BaTENM:

%Awmnuc*rparopu (APPO3\AgmuHmcTpaTopbl)
% Monezosatenu (APPO3\Monkz0BaTenn)
"AlIS_IUSRS (APPO3MIS_IUSRS)

<] n

Y106k NZMEHUTE PE3PELLEHUA,
HaxmuTe KHonky "Wamennts".

Paspewenns ana rpynnel "IIS_IUSRS"
Pazpewnts 3anpemts

Wamenerne

YreHue 1 BbinonHeHWe
Crmncok coaepXmumoro nNanku
Yrerue

3anuce

MonHbiit gocTyn Kad

Yrobbl 330aTs 0coBbie paspEeeHUA UK

NapameTpbl, HEXMUTE KHOMKY
"OononHuTtensHo".

Pucynoxk 8 — CBoiicTBa namnku 2

2. OtkpeITh OcHACTKY «Jlucmerdep ciryx0 1IS»; 3. Jlo6aBUTH caiT;

®ain

@-H|Z |

Pexum  Cnpaska

Domcnovem ei caiiThbl

-4 HauansHan cTpanuua

‘qi APPO3 (IM\kaliary) Duiisipse ~¥n
.2} Mynbi npunoxenmii Uma  * D Cd
. { . €A Dofanlt Wah Siba 1 ng
46| caif= : i
b @[ @ Aobasums seS-cair... 1
%3 O6HoeuTs

[ 9

MepekntounTeCa B pEXXUM NPOCMOTPE COAEPKUMOTD

Pucynok 9 — JlobGaBieHue caiita

10



4. 3ammoiHuTH MMOJIA.

Wwms caitra; Ui

®usnueckuii myth: C:\Onel\Production\UiRoot

[Mpussizka: Tun http, IP-axpec ykaspiBaem (akTudeckuii Ha ceteBoM ananrope, nopt [PORT],

Wwms y3na: partner.fpc.ru im.local

Wmsa caiira: Myn npuaoxeHnit;
|Ui | ui

Katanor CoOAEPXKNMOro

Dusnyecknii nyTe:
|C:\Onelia\Production\UiRoot

I'Iposepxa NOANUHHOCTK

Moakn. kak... TecT HacTpoeK...

Mpueaska

Tun: IP-agpec:

[http a1 “[i

Wmsa yzna:
|partner,fpc.rul I

Mpumep: www.contoso.com wan marketing.contoso.com

[v] 3anycTuts BeB-caiit ceiivac

Pucynox 10 — 3anmonHenue mosei

5. Jlane HyHO 100aBUTh B CAalT MPUIIOKEHHUS.

[Ipunoxenus nsa:

- B2B;

- Backoffice.

11



6.

HazeaHue canta: Ui

MyTe: /

Mcesgonum: MMyn npunoxeHwii:
B2b| | ui
Mpumep: npogaxm

Dusnyeckuit nyTe:
| C:\Onel\Production\B2b

Mpoeepka nognuHHOCTH

Moakn. kak... TecT HacTpoek...

[] BrnrounTs npegsaputensHyto sarpysky

Pucynok 11 — JloGaBnenue B caiiT npuiioxxenust B2B

Hazeanue canta: Ui

MyTe: /

McesaoHmnm: Myn npunoxexnit:
|Backoffice] | ui
Mpumep: npogaxu

Dusnyeckuin NyTs:
IC:\Onel\Production\Backoffice

Mposepka nognuHHOCTN

Moakn. Kak... TecT HacTpoEK...

[ ] Bratounts npeasaputensHyto sarpysky

Pucynok 12 — Jlo6aBnenue B caidit mpuitokenus Backoffice

JloGaBiisieM BTOpOit callT Api.

12



7. 3anoJHUTH HOJI.
WNwms caiita: Api

®usnueckuii myth: C:\Onel\Production\Api
[Mpusszka: Tun http, IP-aapec ykaspiBaem dakrudeckuii Ha cereByxe, mopt [PORT]; Ums

y3ua: api.partner.fpc.ru api.im.local

Wmsa caira: Myn npunoxerni:
|Api | |Api

Katanor cojepXKnmMmoro

Dusnyecknii nyTs:
| C:\Onel\Production\Api

MNpoeepka NoANMHHOCTK

Moakn. kak... TecT HacTpoEK...

Mpueazka

Tun: IP-agpec:

[http d | ||

Wms yzna:
Iapi.partner.fpc.rul |

Mpumep: www.contoso.com nan marketing.contoso.com

[v] 3anycTute BeB-caiiT ceityac

Pucynok 13 — Jlo6aBienue Broporo caiita Api

13



8. Jlanee HY>XHO 100aBUThH B CAUT OJHO MPHUJIOKEHHUE.

[obasneHve NpuaoxXeHUa _

HazeaHwe canta:  Api

MyTe: /
McesgoHnm: MMyn npunoxeHuii:
|Daemon| I |Api Beibparts...

Mpumep: npoaaxmu

Dusnuecknit nyTe:
|C:\0nel \Production\Daemon

Mpoeepka NOANMHHOCTI

Moakn. Kak... TecT HacTpoek...

[ ] Brarounte npeasaputensHhyro sarpysky

0K OtmeHa

Pucynok 14 — Jlo6aBnenue npuaoxKeHus
2.5 Hacrpoiika Redis

Redis — ceteBoe XypHATUpyeMOe XPaHUIUIIE JAHHBIX THIA «KJIIOY - 3HAYCHHUE» C OTKPHITHIM
nucxoaHbIM KojoM. HepensiunonHnast BeicokonpousBoautenbHas CYB/I.

Kondurypauus cepsuca: /etc/redis.conf

Jlor cepsuca: /var/log/redis/

Hactpoitku OC, BeIMOTHEHHBIE I KOPPEKTHOM pabOTHI cepBuUca:

letc/sysctl.d/redis.conf:

net.core.somaxconn = 1024 - HacTpoiika MaKCUMaJILHOTO KOJIMYECTBA IMPOCTYIINBAEMBIX

nopToB; vVm.overcommit_memory = 1 - mpaBuio paboThI
overcommit.
letc/sysconfig/grub - otkmrouenwue transparent hugepages (THP) (transparent_hugepage=never).

CepBuc 106aBiieH B aBTO3aITyCK.
2.6 Hactpoiixa Nginx

Nginx — BeO-cepBep U MOYTOBKIN POKCH-CEepBEp, padoTaronuii Ha Unix-moJo0HBIX
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OIEPALMOHHBIX CHCTeMax (TecTupoBasiach cOopka u padora Ha FreeBSD, OpenBSD, Linux, Solaris,
Mac OS X, AIX u HP-UX). Hauunas ¢ Bepcuu 0.7.52 mosiBMiIach dKCIEpUMEHTaIbHAsT OWHApHAs

coopka moa Microsoft Windows.

2.6.1 OO01ee onucanue

CepBep nginx npeaHa3Ha4YeH IS IPOKCHUPOBAHUS 3aIPOCOB K caifTy partner.fpc.ru Ha 2 cepBepa
IPUIOKEHUH (O9KEH/IBI), IIPH 3TOM 3aIllPOCHl OaTaHCUPYIOTCS Ha O3KeH bl Mo npuHIuIy Round-Robin.

Taxxe cepBep oOcmykuBaeT caiit im.local, Ay KOTOpOro He MpUMEHsIieTCs OalaHCUPOBKA HATPY3KH.

2.6.2 Kondurypamus cepsuca

Kondurypauus cepBuca npeacrabieHa jaajee:

upstream backend { server

IP_APPSERVER :80;

server IP_APPSERVER :80; } - napameTps! 0a1aHCHPOBKHU: 3aPOCHI OYAYT pacipeneisaThes 1Mo
yKa3aHHBIM cepBepam 1o npuHimny Round-Robin.

Boixon wu3 cTpos cepBepa ompeaensercss M0 HEBO3MOXXHOCTH YCTaHOBUTH ¢ HuUM TCP-
COeIMHEHHE, KPUTEPHUH BBIXOJIa U3 CTPOSA - "XOTsS OBl 0JIMH 3ampoc”, mocie 3Toro cepsep Ha 10 cekyHa

IoMeuaeTcs KaKk COOMHBIN 1 3allpOChl HA HET'O HC OTHPABJIAIOTCH.

server { listen 80; server_name partner.fpc.ru

api.partner.fpc.ru; return 301

https://$host$request_uri;

} - onrcanue caiiTa: B cityuyae, €CiiM KJIMEHT 00paIliaeTcs Mo yKa3aHHBIM JJOMEHHBIM HMEHAM Ha

80 moprt, To B oTBeT nonyvaer 301 kox ¢ peaupexkrom Ha HTTPS.

server { listen 443 ssl; server_name partner.fpc.ru api. partner.fpc.ru im.local api. im.local
IP_APPSERVER,; ssl_certificate /etc/nginx/ssl/ partner.fpc _ru_2017 10 _14.crt;
ssl_certificate_key /etc/nginx/ssl/ partner.fpc.key; - OIHCaHHE caiita ¢

YKa3zaHueM CCpTI/I(I)I/IKaTOB, KOTOPBIC 6y,I[CM HUCIIOJIB30BaTh.

ssl_ciphers "ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-
SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:ECDHE-ECDSAAES256-
SHA:DHE-DSS-AES256-GCM-SHA384:DHE-DSS-AES256-SHA256:DHE-DSS-AES256-

15



SHA:DHE-DSS-CAMELLIA256-SHA:ECDH-RSA-AES256-GCM-SHA384:ECDH-
ECDSAAES256-GCM-SHA384:ECDH-RSA-AES256-SHA384:ECDH-ECDSA-AES256-
SHA384:ECDH-

RSA-AES256-SHA:ECDH-ECDSA-AES256-SHA:AES256-GCM-SHA384: AES256-
SHA256:AES256-SHA:CAMELLIA256-SHA:PSK-AES256-CBC-SHA:ECDHE-RSA-
AES128GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-
SHA256:ECDHE-
ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-SHA:DHE-
DSSAES128-GCM-SHA256:DHE-DSS-AES128-SHA256:DHE-DSS-AES128-SHA:ECDHE-RSA-
DESCBC3-SHA:ECDHE-ECDSA-DES-CBC3-SHA:DHE-DSS-SEED-SHA:DHE-DSS-
CAMELLIA128-
SHA:EDH-DSS-DES-CBC3-SHA:ECDH-RSA-AES128-GCM-SHA256:ECDH-ECDSA-AES128-
GCM-SHA256:ECDH-RSA-AES128-SHA256:ECDH-ECDSA-AES128-SHA256:ECDH-
RSAAES128-SHA:ECDH-ECDSA-AES128-SHA:ECDH-RSA-DES-CBC3-SHA:ECDH-ECDSA-
DESCBC3-SHA:AES128-GCM-SHA256: AES128-SHA256: AES128-SHA:SEED-
SHA:CAMELLIA128-
SHA:DES-CBC3-SHA:IDEA-CBC-SHA:PSK-AES128-CBC-SHA:PSK-3DES-EDE-
CBCSHA:KRB5-IDEA-CBC-SHA:KRB5-DES-CBC3-SHA:KRB5-IDEA-CBC-MD5:KRB5-DES-
CBC3-
MD5:ECDHE-ECDSA-RC4-SHA:ECDH-RSA-RC4-SHA:ECDH-ECDSA-RC4-SHA:PSK-
RC4SHA:KRB5-RC4-SHA:KRB5-RC4-MD5"; - Crmcox mugpoB, CUATAIOMUXCS O€30MacHBIMH Ha
10.2016 (Hy>XHO TIEpPHOAUIECCKHU TPOBEPSTH).

ssl_prefer_server_ciphers on; - npuHyIuTeIbHOE UCIIOIb30BAHUE KIIMECHTAMH TOJBKO TEX
M (poB, KOTOPBIEC OMUCAHBI BHILIIE.

ssl_protocols TLSv1.1 TLSv1.2; - comcOK HCIOAb3yEMBIX TPOTOKOJIOB, CUYHMTAFOIIUXCS

6e3onacHbiMU Ha 10.2016 (HyXHO IEPUOANYECKU TPOBEPSTH).

OTH HACTPOUKH MOTYT BBI3BaTh MIPOOJIEMbI (HEBO3MOKHOCTh COETUHEHMSI) HA CTOPOHE KIIMEHTOB
B T€X CIIy4asix, €CJIU Y HUX Oy/IeT CTOSITh CTaphlii Opay3ep, He MOJAepKUBAIOLINI yKa3aHHbIE TPOTOKOJIbI

U U@ poL.
location / {
proxy_read_timeout 1200;

proxy_connect_timeout 1200;
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proxy_pass http://backend;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr; - mpoOpoc 3aronoBkoB Ha 63keH1 Proxy_set _header

X-Forwarded-For $proxy_add_x_forwarded_for; - npo6poc 3aroioBkoB Ha

Ookeny proxy_set _header X-HTTPS yes; - npodpoc 3aroioBKOB Ha

6oxeny access_log /var/log/nginx/upstream-access-onelya.log

upstreamlog; }

error_page 404 /404.html; location
= /40x.html {

}

error_page 500 502 503 504 /50x.html; location
= /50x.html {

¥
¥

s caiita im.local HacTpoiKK aHATIOTHYHBI, 32 HCKITIOYeHHEeM SSL (IIOTOMY YTO TaM €ro HeT).
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3 OonoBaenne 1C UM

3.1 O6nosnenne 1C MM: BoccranoBieHne paboTocrocoOHOCTH HHTETPALIMOHHOTO MOYJIS

Boccranosnenue paborocnocoOHoCcTH HHTErparmonnoro moayis (1C --> B2B). [lns

obHoBnerus 1C UM HeoO6X01MMO COBEPIIUTH CIEIYIOLINE eHCTBUS:

1. ITocne o6HOBIIeHMS KOH(Urypanuu 1C, He0OXOAMMO BPYUHYIO H3MEHUTD UCTIONHAEMbIN (paii

o0paboTunka BHENIHUX 3arpocoB (PucyHok 15).

Hactpoiiku IIS — Caiitel (innovationmobility) — ComnocraBnenus obpaborunkos — 1C
Webservice Extension (u3mMeHuTh 3HaueHHE B Tpade «McrnomHsemblit Gpaitm:

C:\Program Files (x86)\1cv8\HOMEP AKTYAJIbHO KOHOUI'YPALIUU \bin\wsisapi.dll

2] [ucneTuep cayxo IS
©) [@ » WINIC » cairei » Default Web Site » Innovativemobity »
®aiin Pexum  Cnpaska
m ? ConocTasneHus 06paboTumkos
: :? \:‘VT:‘:QT::/TN?E:K:ZHMUPBYOP] 37a dyHKuma Np AnAy pecypcos (6ub ex DLL v ynpaensemoro koaa), koTopbie 06pabaTbiBatoT ONpeAeneHHbIE TUMNbI 3aNPOCOE.
i ;:' Mynel npunoxennit Crpynnuposats no: Coctosaxue B
48] caiitel Wma - Myte CocTosHue Tun nyti OBpaboTumk Tun 3ne
46D Default Web Site Binioien
4 aspnetclient 1C Web-service Extension I i BinroueH He ykasbisaetca  IsapiModule NoxaneHy
4| system_web % .
b 2.0.50727 RSPCTateIe *.asp Brnrouen ®aiin IsapiModule Ynacnead
dee20210 aspq-Integrated-4.0 *.aspq Brarouen He ykasbisaetca  System.Web.HttpForbiddenH... YHacnead
I 3 Innovativemobility l aspq-I1SAPI-4.0_32bit *.aspq Brnrouen He ykasbisaetca  IsapiModule Ynacnead
T aspq-ISAPI-4.0_64bit *.aspq Brnrouen He ykasbisaetca  IsapiModule YHacnea
B A blyR eload grated WebResource.axd Binrouen He ykasbisaetca  System.Web.Handlers.Assem...  YHacnead
blyR eLoader-Integrated-4.0 WebResource.axd Brnrouen He ykasbisaetca  System.Web.Handlers.Assem...  YHacnea
AXD-ISAPI-2.0 *.axd Brnrouen He ykasbisaetca  IsapiModule Ynacnead
AXD-ISAPI-2.0-64 *.axd 2 2 e ioaniherdet IL-
AXD-ISAPI-4.0_32bit * axd Pepaktmposate conocTaBAeHnUA CLeHapus € NOACTaH... | °
AXD-ISAPI-4.0_64bit *.axd
cshtm-Integrated-4.0 *.cshtm Hlyrasdnpoces
cshtm-ISAPI-4.0_32bit *.cshtm i
cshtm-ISAPI-4.0_64bit *.cshtm
cshtml-Integrated-4.0 *.cshtml Wcnonnaembiii dain:
cshtml-ISAPI-4.0_32bit *.cshtml IC:\Program Files (x86)\1cv8\8.3.9.1818\bin\wsisapi.dll l E]
cshtml-ISAPI-4.0_64bit *.cshtml
ExtensionlessUrIHandler-Ir d-4.0 *,
ExtensionlessUrlHandler-ISAPI-4.0_32bit o :
ExtensionlessUrlHandler-ISAPI-4.0_64bit % [1c Web-senvice Etension
HttpRemotingHandlerFactory-rem-Integrated *.rem
HttpRemotingHandlerFactory-rem-Integrated-4.0 *.rem
HttpRemotingHandlerFactory-rem-ISAPI-2.0 *rem
HttpRemotingHandlerFactory-rem-ISAPI-2.0-64 *.rem
HttpRemotingHandlerFactory-rem-ISAPI-4.0_32bit *.rem
HttpRemotingHandlerFactory-rem-ISAPI-4,0_64bit *.rem
g . oK I | OTmeHa
HttpRemotingHandlerFactory-soap-Integrated .soap
HttpRemotingHandlerFactory-soap-Integrated-4.0 *.s0ap

Pucynok 15 — HTerpanoHHelii MOyJb

[Tpu sKkcruTyaTtanuu MOTYT OBITH BBISIBIICHBI TIEpHOMUECKUe moaBrcanus ciayx0 IIS Ha cepsepe
1C HMM. BoccranoBneHue paOOTOCIIOCOOHOCTH, TOCTE TAaKUX MOJABUCAHUN, TPOUCXOIUT TYTEM

nepe3amycka ciyxo6 IIS.
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ITpoBepka KOPPEKTHOCTH 3aITyCcKa CIIyxkO0:

1. Boiitu, ucnons3ys cBoU UIEHTU(GUKALMOHHBIC JaHHBIE — JIOTUH U NapoJib (32JIOTMHUTHCSA),

B 6a3y UM uepes Gpaysep.

2. Ilpoeputs craTycsl mmynaoB npuioxkennit (Pucynok 16).

) » WINIC » Mynsi npunoxenmit

®aiin  Pexum  Cnpaska

ST % MyAbl NPUAOXKEHUI

35 Hauanenas crpaniua 3tacTp npocmaTp " CMNCOK MYN0B NPUAOKEHMI, CYLLIECTBYIOLLIX Ha cepBepe. Kaxabii myn npunoxeHni ceasaH
-85 WINTC (WIN1C\AamuHmucTpatop) NPUNOXKEHNIT APYr OT Apyra.

Mynbi npuaoxkeHnit

ey OuneTpL: v W Nepeiin ~ G M sce | Crpynnuposats no: Bes rpynnup #
4 O fo ault Web Site Nms & CocrosHue Bepcua cp... Pexumynpas.. Yaoctosep Mp

>+ aspnet__clie"t = 2} NETV2.0 Pabotaer v2.0 BcrpoeHHbIi ApplicationPoolld... 0
4 ‘? Innovativemobility @ .NET v2.0 Classic PaBotaer v2.0 Knaccuueckwit  ApplicationPoolld... 0
b ‘? Fest @ .NET v4.5 Paboraer v4.0 BcrpoenHbii ApplicationPoolld... 0
Q .NET v4.5 Classic Pabotaer v4.0 Knaccuueckwit  ApplicationPoolld... 0
Classic .NET AppPool Paﬁm—aer vZ_O Knaccuuecknit __ApplicationPoolld... 0
.-/ DefaultAppPool PaBoraer v4.0 3

Pucynok 16 — ITyns! npunoxeHuit

[Ipu BOZHMKHOBEHHH HEOOXOIMMOCTH 3alPETUTH MOJIH30BATEN0 iMport user 3axoauTh B 0azy

1C UM (Pucynok 17) cnenyet neiicTBOBaTh B COOTBETCTBUHU C PEKOMEHAALMAMU, Ka3aHHBIMHU Jajiee.

kil Avcnetuep cayxs IS —[o] x
[Cle) [@ » WINIC » cainu » Defautt Web Site » innovatiemabilty » & h e
Gain  Pex  Cnpasea
rETIEIY | g Conocrasnenns 06paboTumkos e "
Hauansuas cTpanmua | 06paBoTIMK...
. gvnmc lwmcirpC\MAnwawp) i f,f:,';',::“’""“""""'
2 Ty npwnccemt Crpynnuposams no: Cocrommme - Aobasnene conocratnenes
4 o - Ta Cuemapma ¢
f‘ i u:‘:'w _ Myns Cocroanme Town myme OBpaborume Tun snemse... B n::“ :anw'wmh
= et Hobsaurs conocraenenne
: ';l'::;mm 1€ Web-service Extension . Bxmouen He yrasseaerca  lsapiModule Noxanshesi osy.
by ASPClassic “awp Brmoen @i lsapModule Ymacnezor... o
aspa-integrated-40 “aspq Brmosen Heyxasesaerca  System.Web.HitpForbiddenH...  Ywacnesos... (s
a4pq-1SAPI-40 326t "aspq Brnouen He yrasseserca  lsapiModule Ynacnesee... %W Sasnoms:
a5pq-ISAPI-40 6ot “aipq Bemosen Heyrasmeserca  lsapiModule Ynacneaoe... e T
AssemblyResourceLoader-integrated Brmosen y As Ywacneso... LM,
o b Vieb Handlers.A Ynacnesoe... Beprym ¥ poenscont
AXD-1SAP1-20 axd Brmosen He yxasusaerca  lsapiModule Ynacnezos... ?,f::,",';"
AXD-ISAPI-20-64 = Brnioen He yraseserca  sapiModule Ynacnesoe... oTcopTUposamHeR cMco..
AXD-ISAPI-4.0_32bit axd B || @ copsena
AXD-1SP1-40_64bit and
CGh-ee exe
Cahtm-integreted-40 *cshtm
Cshtm-ISAPH-40_32bit *.cshtm
cshtm-1SAPI-4.0_64bit “.cshtm
cshtmi-integrated-4.0 *.cshtml
Cshtm-SAPI-40_32b¢ *.cshiml
eshtml-SAPL-40_ 646t cshtml

ExtensionlessUriHandler-Integrated-40
ExtensionlessUrlHandler-1SAPI-4.0_32bit
ExensionlessUriHandler-ISAPI-4.0_64bit

HitpRemotingHandierFactory-rem-Integrated “sem Brmouen He yxasmeaerca  System Runtime Remoting.C...  Ynacnesor...
HtpRemotingHandierFactory-rem-Integrated-4.0 “sem Brmouen Heyxasmeserca  System Runtime Remoting.C...  Ywacnesos...
HatpRematingHandlerFactory-rem-ISAPI-2.0 “rem Brmouen He yrasusserca  lsapiModule Yusenesor.
HetpRemotingHanderFactory-rem-ISAPI-20-64 “.em Brmosen He yxasweserca  IsapiModule Ynacnesos.
HutpRematingHandlerFactory-rem-ISAPI-4.0_32bit “rem Brmosen He yxasmeaerca  lsapiModule Yuacnesos.
HetpRemotingHandlerFactory-rem-ISAPI-4.0_64bit “rem Brmouen He yrassisaerca  lsapibodule Ynacnegoe.
HitpRematingHandlerFactory-soap-Integrated *s00p Brmosen Heyxasmeserca  System RuntimeRemating.C.  Yracheaos...
HutpRemotingHandierFactory-soap-Integrated-4.0 “s00p Brmoven He yxaseieserca  System Runtime Remoting.C...  Ywacnesos...
HetpRemotingHendlerFactory-soap-ISAPI-2.0 "s00p Broen He yraswieserca  lsapiModule Yiacnezo...
HitpRematingHandlerFactory-soap-1SAPI-2.0-64 *s00p Brmosen Heyrasueaerca  IsapiModule Yacneson...
HitpRematingHandierFactory-s0ap-ISAPI-4.0_32bit *s0ap Brmoven He yeaseiasercs  lsapiModule Ynsenesos...
HetpRematingHandlerfactory-50ap-ISAPI-4.0_64bit “s08p Bemouen He yrasueaercs  lsapiModule Ynsecnesor...
1SAP1-dil ] Brmosen Gain IsapiModule Yacnesos...
OPTIONSVerbHandies s Exmouen He yrassieserca  ProtocolSupporthodule Yuscnesor..
PageHandlerfactory-Integrated *aspx Brmosen He yxaseieaerca  System.Web UlPageHandlerf..  Ynacreaoe...
PageHandlerFactory-Integrated-4.0 aspx Brmosen Heyrasueaerca  System.Web.UlPageHandlerF... Ynacnesoe.. S

[=i npocuorp

red |6

Pucynok 17 — 3ampet Ha BX0J moab30BaTens import_user B 6azy 1C UM
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Jlst TOro 94TOOBI 3aMpPEeTUTh MOB30BaTENI0 import user 3axonuthb B 6azy 1C UM HeoOxoaumo:
1. 3aiitu Ha Cepgep 1C.

2. Bribparts qucneruep IIS.
3. 3arem BbIOpaTh InnovativeMobility.

4. Tlocne BeiOpaTh «ComocTaBneHust 00pabOTUYHKOBY.

5. Jlanee, naiitu B crincke «1C Web-service Extensiony.
6. BpIOpaTh n3MeHeHHe pas3penieHui GyHKIIUH.

7. CHATB BCE TaJIOYKH.

8. Tlocie BBIIIEONMMCAHHBIX MaHI/IHy.]'ISII_[I/Iﬁ MOJXHO IIPpOBOIUTH OOHOBIIEHUS KOHCI)I/Il"ypaI_II/Iﬁ nu

wiatgopm 1C, mpeaBapuTensHO CHIB OdKaIbl 0a3.

[Ipu BBISIBIEHUU cly4yaeB, Korjaa KoHdurypamusi ocHoBHOM 6a3bel UM He oOHOBiseTcs, To,
CKOpel BCero, 3TO CBSI3aHO C HaJIM4KMeM JA0paboTok B 0ase.

Pemenne: 105kAaThCs BEIXOA OYEPETHOTO pelin3a KOHPUTYPAIMH, TIOCIE YETO OOHOBIIATHCH.

3.2 [lomaroBas MHCTPYKLIUS HacTpoiku web-cepBucos st 1Cv8.3 u IIS 8.5

Jlanee npescraBieHa nouiaropas MHCTPYKIMS HacTpoiiku web-cepBucos anst 1Cv8.3 u IIS 8.5,

Windows Server 2012 R2 Standard, 1C:IIpennpusitue 8.3 (8.3.4.465).

1. VYcranoBka IIS BeImonHseTcss cTaHAapTHBIMU cpeacTBamu. Habop mocTaToyHBIX

KOMITOHEHT TIpuBeJieH Ha ckpuHIore (Pucynox 18).
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!?_] OunbTpauvs sanpocoe (YcranosneHo)
[[] IP-aapec v orpanmuenna gomeHa

[[] Asropusauws URL-agpeca

[[] AaiiaxecT-nposepka nogauHHoCTH
[] Obwiynas NPOBEPKa NOAAVHHOCTY

| Mposepka nogaunHocTn Windows

D I'Iposepxa NOANVHHOCTW C CONOCT3ENEHMUENR

D I'Iposepxa NOAANHHOCTA C COI'IOCTBBI!GHMEH.

[J UenTpanusosantas noaaepxka SSL-ceptu
4 [m] WcnpasHocTs v anarnocTtuka (YcraHoeneHo 1
Beaetine xyprana HTTP (YcraHosneHo)
[[] BegeHue xyprana ODBC
[[] Monutop sanpocos
[[] Hacrpaveaemoe segenue xypHana
[] Cpeactea sepeHua xypHana
[] Tpaccvpoeka
4 [H] Obwme dyrkuum HTTP (YcraHoenero 4 us 6)
AoxymenT no ymonuanuio (Ycranosneo)
OBzop katanora (YcraHoeneHo)
[V] Ownéxn HTTP (YcraHosneHo)
[Vl Cramueckoe cogepxumoe (YcTanosaeHo)
[[] Mepenanpasnenue HTTP
[] NyBavkaums WebDAV
4[] NpoussogutensHocts (Ycranosnero 1 us 2)
[V] Cxatue cratvueckoro cogepxumoro (Ycra
[[] Cxatne aunamuyeckoro copepkumoro
4 [m] Paspabotka npunoxenuit (Ycranosnero 3 us |
[] Asp
[] ASP.NET 3.5
[] ASP.NET 4.5
[ cai

[[] Bratouenua na cTopoHe cepsepa (SSI)
[] WHuuuanusauus nNpUAOXeHNA
[] Npotokon WebSocket
[V] Pacwmperus ISAPI (YcraHosneHo)
[V] Pacwwmpsemocrs NET 3.5 (Ycranosnero)
[] Pacwwupsemocts .NET 4.5
@ OuneTpe: ISAPI (YcrarnosneHo)
4 [] FTP-cepsep
[] Cayx6a FTP
[J Pacwwupsemocts FTP
4 [m] Cpeactsa ynpasnernus (YcraHosnerso 1us 7)
[V] Koncons ynpasnenua cayxBamu IS (Ycranosa
[[] Habopsi cumsonos v cpeacTea ynpaeneHns o
[] Cayx6a ynpaenenns
4[] Ynpaenenue coemectumoctsio ¢ IS 6
[] Merabasa cosmectumocty c lIS 6
[] WncrpymenTe ckpunTos IIS 6
[[] Koncons ynpaenenus cayxbamu 1IS 6
[] Cosmectumocte c WMI IS 6

M n P ~

<]

Pucynok 18 — Habop KOMITOHEHT
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2. Co3znatp nanky Ha web-cepsepe. B npumepe nanka HassiBaetcst «1C».

hasHas Mogenutbca Bug
@ > 1 | . » 3toTkomnbtotep b JlokaneHbii guck (C) b inetpub » wwwroot »
B
3¢ Vsbpanrioe Wna [Jata usMeHeHns Tun Pasmep
g 3arpysku & 1c 29.04.2014 14:25 Manka c daitnamu
‘E HepasHue mecta M| iis-85 15.04.2014 15:28 Pucyrok PNG 92 Kb
cy!
B PaBouwii cton 2 iisstart 15.04.2014 15:28 HTML-goxyment 1KB

18 3101 KOMNBIOTEP

Pucynok 19 — Co3nanue nanku va Web-cepsepe

3. OmyO6nukoBats cepBuc u3 1C.

AnmunuctpupoBanue -> 1C -> Konduryparop -> AnmunuctpupoBanue -> Ilyonukanus

Ha web-cepBepe.

X
| OnyBnucosar |
J | Omniowms |
BeGcepsep: | Intemet Information Services vl
Katanor: |C:\inetpub \wwwroot\ 1c\ [ CoxpaHums l
MyBnuKoBaTs TOHKMIA KNMEHT W BED-KNMEHT e ———
| 3arpysums |
MyGnukosats Web-cepauce! no ymonyaHuio —_—
MyBnukosate Web-cepaucs::
l Wms | Apec | Zakpem |
| Cnpaska | '
[ ] Ny6nukosats mcTpubyvs
Pacnonoxerue nyGnukyemoro auctpubyvea:
Wcnonbsosats ayTEHTMOMKELYAD ONEPELMOHHOI CUCTEMBI

Pucynok 20 — I[TyGnmkarnus Ha web-cepepe
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Copnepxumoe (Pucynok 21).

[nasHas Moaenutbca Bua
@ * 7 | . » 3ror komnetotep b Jlokanehbiii guck (C:) » inetpub » wwwroot » 1c
rFs
e Ws6panoe Wnma [ata usmeHeHns Tun Pasmep
g 3arpysku 3] default 29.04.2014 14:25 ®aiin "VRD" 1KB
] Hegaenme mecta || web.config 29.04.2014 14:25 ®aiin "CONFIG" 1KB

B PaBounii cton

Pucynok 21 — Conepxumoe

4. 3apate npasa Juist oopadotunka web-cepsrucoB 1C (Pucynok 22).

[IpaBa Ha 3anyck (Bbmonnenue) monyneit no6asistorcs aias rpynnsl [IS TUSRS na nanky

C:\Program Files (x86)\1cv8\8.3.4.465\bin.

[hasHas Mogenutbea Bug

@ @ * 1 |jg » 37oT komnetoTep b JlokaneHbiii guck (C:) » Program Files (x86) » 1cv8 » 8.3.4.465

-

% v Gpaise WNma [ata nzmeHeHna Tun Pa
8 3arpysku I . bin
ﬁ HeaasHue mecta 1 docs
B PaBouwii cton | licenses Mpeasiaywme sepcum I Hactpoiika
| readme Obuuve | Docryn | BesgEcyect
1% 3707 KOMNBIOTEP 2 readme Wms o6vekta: C:\Program Files (x86)\1cv8\8.3.4.465\bin
G Cers [pynnbl Mnu NoNb30BaTENM:

% MNonszosatenn (TST1C\Monb3oBaTenu)
*411S_IUSRS (TST1C\IS_IUSRS)
2, Trustedinstaller

1< ] m

Y106k U3MEHUTE PaspelLeHus,
HaxmuTe KHonky "Mamenums".

Paspewerns ana rpynnel “IIS_IUSRS"

MonHbiit gocTyn

WNamererune

YTteHue 1 BeinonHeHue
Crnmcok cogepxumoro nanku
YUreHue

3anuce

Y1oBbl 3303 0COOLIE PESPELIEHNA UK

nNapameTpbl, HEXMUTE KHOMKY
" OononHuTensHo .

LononHuTtensHo

0K I [ Ommena ] [anMeHVITb ]

Pucynok 22 — 3ananue npas ans oOpaboTurka
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5. Ecnu 6a3a gaiinosas, To Hy>kKHO 100aBUTh IIpaBa Ha U3MeHeHue (V3MeHeHue) Ha nanky u

MOMANKH 0a3bl U1 TOU K€ TPYIIIBL.

YnpaeneHue

[nasHas Bug

Moaennuteca

@ @ v, P |':& » 37oT komnetoTep b JlokaneHbiid guck (C:) »

S
WNma [ata naMmeHeHua Tun Pasmep

.0 WsBpanroe

g 3arpyzku . inetpub
£l Hepashue meca . Perflogs
B PaBounii cton | Program Files Mpesinyume sepcuu
.. Program Files (x86) OGuwe I Hoctyn
1% 30T KOMNBIOTEP L templ1C Wma ofbexta: C:i\temp1C
. Windows
[pynnbl AW Nonb3oBaTeNM:
€ Cers . Monssosatenn

gAmwwmcmaTopbl (TST1C\AgMmuHmucTpaTops!)
% Monszosatenm (TST1C\MNonszoBaTenu)
& IS_IUSRS (TST1CMIS_IUSRS)

(<] ]

Y106kl USMEHWTE PaspeLLEHms,
HaxmMuTe KHonky "Wamernts .

Paszpewenuna ana rpynnel "IIS_IUSRS"
Pazpewnts 3anpemts

~

MonHelit gocTyn

Wamererme

YreHue 1 BoinonHeHue
Crmcok coaepxumoro nanku
Yrerne

3anuce

Y1o6bi 33a3Te 0cobbie paspelleHna unu

N3PaMETPbI, HEXMUTE KHOMKY
LononHutensHo".

0K | I Omvera | I MpumernTs l

Pucynok 23 — IlpaBa Ha u3MeHeHUE

6. 3aiitu B koHcous IIS.

7. HaxaTp npaBoii KHONKON MBIIIN Ha CTPOKY C CO3JIJaHHOM paHee MarKou.
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Pexum

Daiin Cnpaeka

p@ 1@ Mpoeoaxuk
Pegaktuposath paspelueHus...

MpeoBpaszoeate B NPUAOXKEHNE
[oBaBnTb NPUNOXKEHNE...

[ob6asnTe BUPTYanbHbIW KaTanor...

.
. : It
¥npasnexune nankoi » %‘ﬂ iﬂ

% ® D

Qe iIl= I8 q HauyanbHaga ctpaHuua TST1C
&5 HavanbHan cTpanmnya N _
=‘ ETSH ¢ (ST s OuabTpbI: ~ W Mepeiin ~ Gy Mokasas sce | ¢
----- @ Mynel npuacxkeHwnit ASP.NET
48] caiiter $ - i 2
A~Q Default Web Site /Q \\\? = a a04
p@ 1C Fnobanuz... Komnunauyma MMapametper  [Mpasuna  Crpanuup
p IS ALCE ALY onuseucsus agropusal..  OWNGOK.. T

OBHoeuTs wuposa.. Moayam
) JECAVUMBL...

i 2 [NepekntoynTeca B pEKUM NPOCMOTPa COAEPKUMOro

iz Nep P P pa coaep: &) i

Pucynok 24 — Beibop paHee CO3qaHHON TaIKH

8. TIpeoOpa3oBbIBaTh €€ B IPHIIOKEHUE.

Haseanue canta: Default Web Site

MyTe: /

McesaoHnm: Myn npunoxkeHuii:
Iu | |DefaultAppPool
Mpumep: npoaaxmn

Dusnyecknii nyTe:
| CAinetpub\wwwroot\1c,

l'lpoaepxa NOoANMHHOCTK

Moakn. Kak... TecT HacTpoEK...

[] Brntounte npegeaputensHyio sarpysky

Pucynok 25 — IIpeoOpa3zoBaHue MarKkyu B MPUIIOKCHHE
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9. Ho6aButrs MIME Tums! 1C.

Gi Tunbl MIME
0,- H |2 la, Jo6asute...
% Hauansan crpaHnga 37Ta pyHKUMA NPEAHASHAYEHA 4NA YNPABNEHUA CNMCKOM PacLLMpeHit Gainnos u c C HUMW TUNOB 0 Cnpaexa
TSTIC (TSTIC\AgMURUCTPRT | o penwumoro, 06p BeB-cepBepom Kak cTatuyeckux Gainoe.
-} Mynel npunoxenuii
4.8 caiiTsl Crpynnupoeate no: Bes rpynnuposaHua ~
4 & Default Web Site Pacumpefine Tun MIME Tun 3nemenTa Al
e ders text/xml NokaneHblit =
b 1 lews text/xml NokansHbiii
b-(P templC 3gp video/3gpp JokaneHblii
2 s . el L. -l n. o

Pucynok 26 — Jlo6aBnenue MIME

10. JoGaBuTh HaCTpOWKH st 00padoTku daition 1C.

Ha Brmanke «ComocraBiieHne 00pabOTYMKOBY» 00aBisieM CKPUNTHI (HE CKPHUIITHI CO

3BE3J0YKON) TSl KaKIoTo pacimperus -"*. 1cws" u "*. 1crs".

Qaiin Pexum  Cnpaska

[é’ CornoctaBneHuns 06paboTunkos

a,v H | = | 0, [JloBasnTb ynpasnsembii

ﬁ Havanuoda crparinia 37a dyHKuMA AR pecypcos (616 DLLun Oro K0Aa), KoTopble zﬁ:ﬁ:::ztl:ocrameuue
; Pea: Yy (¢ ynp 3
4 ‘i TST1C (TST1C\AgMuHmcTpaT p oT onpea TUMbI 33NPOCOE.

Myner npunoxerni JloBaenerune conocTasneHns

4.6 caiitel Crpynnupoeate no:  CoctoaHue 4 cuyeHapua ¢
46D Default Web Site Wma = MyTe CocTosHue Tun nytn O6paboTumnk OACTaHOB O
z B Jo6aenTs conocraenexue
¢ KAKOYEH MOAY/A..
b g :c— 18 IC:EMerprfse s *ders Bintouen He ykasbisaetca  IsapiModule Vismererue paspeuenuii
b-if temp 1CEnterprise cws “lews BrntoueH He yxasbigaetca  IsapiModule byHKUMM...
CARTIARC kel i * n BepHyTb K
ﬂOSaMEHMe COMOCTaB/eHnA CUeHapusa
IMyTs 3anpoca: [ ConocTaeneHue ] Komanas! I foctyn I I
*lers
Mpunep: *.bas, wsvc.axd YkaxuTe Heobxogumbiii gna oBpaboTunka goctyn:
Wcnonnsemsiii daiin: O Her
IC:\Program Files (x86)\1cv8\8.3.4.465\bin\wsisapi.dll | EI O Ureiine
O 3anucs
Wnas:

O Cuenapuii

| 1C:Enterprise crs

® BoinonHerue

I Orpanuyenua 3anpoca... l

I I

Pucynok 27 — Jlo6aBnenue HacTpoek aist o0padboTku ¢aitnos 1C

Hmena MoryT ObITH JHOObIE.
JUI1st KaXKIO0TO PAaCcIIMPEHHst JOJDKHO OBITh OTAEITBHOE MTPABHIIO.

Orpannuaenust 3ampoca -> [loctymn -> Cruenapuii niv BeimonHenue.
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11. /1ns 06paboTUMKOB HYKHO 3a/1aTh JonoiaHuTeabHbIe napametpsl (Edit Feature Permission).

12. YcranoButh (haru 3amycka CKpUITOB U IMPHIIOKEHHA.

M%' ConocrtasnexHns 06paboTumnkos

o6pa6aTblsam OMpEAeNneHHbIE TUMbI 33NPOCOB.

372 QyHKUMA NpeaHasHaYeHa AnA yKasaHua pecypcos (Bubnuotek DLL n ynpasnsemoro koaa), koTopbie

[ob6aeuTb ynpasnsaembiit
oBpaboTuuk...

[o6aenTe conocTaeneHne
CLEHAPKA...
obasneHne conocTasneHna

Crpynnupogate no: CocrosHue 2 CLEHapKA C
Wms - MyTs CocTosHue Tun nytn OBpaboTumk ROACTAHOBOHHBIMWIBARAMIbS:
[oBasuTe conocTaeneHune
Bxntoess MOZYNA...
1C:Enterprise crs *lers Brntouen He ykasbisaerca  IsapiModule Vismererue paspeLuenuii
1C:Enterpy [oBaenTs ynpaenaemblii 06paboTumk... sapiModule yHKUMM...
OPTIONS [loBaenTb CONOCTABNEHNE CLEHAPMA... ’rotocolSuppol g:zgxe:;:\:mmenbcxuu
fules-64- JoBaeneHune coNoCTaBNEHNA CLUEHAPUA C NOACTAHOBOYHBIMM 3HAK3MW... sapiModule MpocmoTpets
rules-Inte iystem.Servicel OTCOPTUPOBAHHLIN CIMCOK...
[JoBaenTb CONOCTABNAEHME MOAYNA...
rules-ISA| sapiModule ® Cnpaska
svc-Integ Vzmenuts... iystem.Servicel
svc-ISAPI Mepenmerosats sapiModule
sve-ISAPI X Yzanute sapiModule
TRACEVe Vzmerenue paspeluennit pyHKLNM... ’rotocolSuppol
xoml-64- BepHyTb k poauTenscknum napd A ‘
Xk nis MpoCMOTPETE OTCOPTUPOBaHH !
xoml-ISA Pas
peLueHus:
StaticFile| @ Cnpasks |

[V] Yrenne

[v] Cuenapwii

[v] Beinonwenne

Pucynok 28 — YcTaHOBUTH (pi1aru CKpUNTOB U MPHIIOKEHUH

13. MoxHOo mpoBepuTh Hanuuue oopadbotunka web-cepsucoB 1C Ha Bkianke ISAPI and CGI

Restrictions mis cepBepa.

|63 » TsTIC »

Qaiin  Pexum  Cnpaska

03 OrpaHnuernsa ISAPI u CGI

e-H|% |8
.5 HauansHas cTpanmua
485 TSTIC (TSTIQ\A Tpat
=} Mynbl npunoxeHnit

@ Mogayne CGl He ycTaHoBREH.
MoxHo ykasaTe
13 ANA Y paci npunoxenna CGl, kotopbie
peepe. Pa3peLLEHO 3anycKaTs,
0AHaKO WX MOXHO Byaer
Crpynnup no: bes rpynnup N 33NYCTUTE HE PaHBLUE, YEM
OrpaHiuenie Myrs (G:}g?eryaaﬂosnen Moayns

C:\Program Files (x86)\1cv8\8.3.4.465\bin\wsisapi.dIl

37a dyHKUMA Npest
Beb-c

i ISAPI u CGI, koTopble MOryT BLINONHATECA Ha

Onucaritie
1C Web-service... Paspeweno

JobBasute...

VismeHnTs Napamerpel...

Pucynok 29 — IpoBepka HaTM9us 00pabOTINKa
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Tak xak ycTtaHOBKa UIET B 64-pa3psIHOM OKPYKEHHUHU, TO JUIsl 00paboTUYMKa HYKHO BKIIIOUUTh

CIIEIYIOLUI PEKUM:

[Myner npunoxxenuii -> DefaultAppPool -> [lononHuTenpHbIe HapaMeTpsl -> Pa3sperieHbl

32-pa3psiTHbIC TPUIIOKEHUS ->TrUe.

% [Aucnetuep cayx6 IS -8 x
@0 | B
Qain

l@ » TSTIC » [ynel npunoxennit

Pexum  Cnpaeka

e-H|A |8
&5 HauansHan crpanuua
4 Gé TST1C (TST1C\AgmuHucTpaT

Ogg My/bl NPUAOXKEHW

37a CTPaHWLa NO3BONAET NPOCMATPUEATE W M3MEHATE CNMCOK NYNOE NPUNOXEHNN, CYLLIECTBYHOLLMX H3
cepeepe. Kaxabiit nyn npunoxeHuii ceasaH ¢ paboynm NpoLECCOM, COAEPXKUT OAHO WAKM HECKONBKO

> -

& JoBasuts nyn NpUAOKEHNH. .
OnpegenuTs 3Ha4EHUA NO
YMOAYEHNIO ANA nyna

Z S 7 NPUAOKEHNI...

Myner npunoxernii npw. n obecr W30NALMI0 NPUAOXKEHWIA APYT OT Apyra.

CaifTbl 3apaum nyna npunoXerni
bi & Default Web Site DuneTpbi: ~ ¥ Nepeiiu ~ % Mokazats Bce I Crpynnuposate no: z P 3anycrums

Wma & Cocron... Bepcwacp.. Pewumynpas.. Ygoctosepenne Mpunoxerus B Ocranosuts
4 - 1 Q DefaultAppPool  Pabota.. v4.0 BcTpoenHbiit ApplicationPoolld... 3 £ TMepesanyck...
b templC . e =
n nyn np

5| OcHOBHbIE HACTPOIKW...

4 (O6wme) Mepezanyck...
Bepcua cpeast CLR .NET v4.0 JovotureiEisie
1000 nNapameTpbl...
Annna ouepean Mepeunerosate
DefaultAppPool —
PaspeLuenbl 32-paspaabie npu. True X Ypanwrs
Pexum 3anycka OnDemand MpocmMoTpeTs NpunoKeHns

Pexxum ynpaensemoro koneeiie Integrated
4 3awwmra ot yacTbix cboes
Brntouen True

0 Cnpaska

Wntepean cboes (B muHyTax) 5
Wcnonxaembiii daitn npu sasep
Makcumym cboes 5
Mapametpe! ucnonxsemoro dai

Tun oteera "Cnyxba HegocTynH HttpLevel

Pucynok 30 — M3menenue pexxuma i o0padorynka 14.

3arem obpatuthes o azapecy http://localhost/1C/.
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el W hitp://192.168.2.167/1C/ru/

-8

X Haitn: Windows

Haszap [lanee | Mapametper v

1C:NPEANPUSATUE 8.3
© 000 «ICs, 1996—2013

(—) (E—) ) ( ) (

) ( ) ( ) (

Pucynok 31 — O0patenue no aapecy

B cnydae anonumHoll aytentudukanuu Ha IIS u noctyne k 6aze cinenyer:

14. HacTpouTh AOCTYI C UCIIOJIB30BAHUEM aBTOMATUYECKH co3/jaBaeMoro nosb3osaress IUSR.

15. Baxxno IIPOBEPUTH, YTO AHOHHMMHAA IPOBEPKA IMOAIMHHOCTH BKJIOYEHA KAaK B KOpPHE

cepBepa, Tak U Ha caire.

[ % » TSTIC » coimer » DefaultWebSite » 1C »

Cnpaexa

E" MpoBepKa NOANMHHOCTH

% HauaneHaa CTpaHuua

Crpynnupoearts no: b v
4893 TSTIC (TST1C\AgmuHucTpars EYG SERIIEMEReA

-

Wma CocrosHue

Mynbl npunoxexnit
caifTbl

46 Default Web Site
b P 1C
b1 T
b@ temp1C

Ano posep A Brnrouen

Onuuersoperne ASP.NET

Orknrouer

Tun oTeeta

Pucynok 32 — Hactpoiika qoctymna npu aHoMalbHOU ayTeHTU(DUKALUU
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4 Jkeniyaranus, TeXHU4ecKoe 00c/1yKUBaHHe, PEMOHT M XpaHeHHe KOMIIOHEHTOB

CUCTEMbI

CrienanbHOro periiaMeHTHOro oocyxuBanusi CucreMsl He TpeOyerT.

KoHTponb Haj HMCMONIb3yeMbIM JHCKOBBIM HpocTpaHcTBOM b/l ocymiecTBisiercss mMTaTHBIMU
CpelcTBaMU aMUHHCTpUPOBaHus Linux, Takum kak logrotate.

Logrotate - mpwmioxeHue, pa3paboTaHHOE Hjisi OOJIErdeHHs YIpaBieHUs Jor-(daiiaMu.
VYTuianra no3BosisieT B aBTOMaTHYECKOM PEKUME apXHBHPOBATh, YAAIATh, OUUILATH U OTIPABISTH Ha
email stor-gaiinel. ITOT mporecc 00bIYHO Ha3bIBAaeTCA poTanueit jor ¢aiinos. Logrotate MoxeT OBITH
HACTPOCH Ha XKETHECBHYIO, ©KCHEICIIbHYIO WIH €KEMECYHYIO POTAIHIO.

KOHTpOJ'H: HaIa HpI/IJ'IO)KeHI/IeM OCYH_IGCTBJ'ISIGTCH INTATHBIMHA CpCI[CTBaMI/I a,[[MI/IHI/ICTpI/IpOBaHI/I}I
Windows.

KonTposns 3a usmenenuem b/l ocymiecTBisieT aiMUHUCTPATOP 0a3bl JaHHBIX C [IOMOILb CHCTEMBI

MOHHUTOpHUHI'A Zabbix, HCIIOJIb3Y: CICAYIOIHNE IIJIAarunHbI:

- pgbadger (mo3BossieT ocymiecTBIsAeT aHATUTUKY 110 B/);
- mamonsu (IO3BOJISIET OCYIIECTBIATH MOHUTOPUHT BJI);

- powa (1103BoJIIET COOMPATh CTATUCTUKY U CTPOUTD 110 HEM aHAIUTHUKY).

Zabbix — cBoOomHas cucTeMa MOHUTOPHHIA U OTCJICKHBAHUS CTATyCOB Pa3HOOOPa3HBIX

CCPBUCOB KOMHBIOTepHOﬁ CCTU, CEPBCPOB U CECTCBOT'O O60pyI[OBaHI/ISI.

5 JleficTBMSI IPY BO3HMKHOBEHUH OLIMOOK U HENMOJIAJ0K

B cnyyae BO3HUKHOBEHHS J1000H KpUTHYECKOM OMIMOKHM, MpPHU HCIOJIb30BAHUU CHUCTEMBI,

Tpebyercs:

- BBECTH CUCTEMY B aBapHIHBIN pexum;

— CBA3aThCA C pa3pa6OT‘-II/IKOM.

KpPITPI‘-ICCKOﬁ omuoOkorr B CHcTeMe SBISETCSA JIF00as HEBO3MOXKHOCTb HCITOJIb30BaHUS

OCHOBHOT'O (DYHKIIMOHAJIA.
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