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Ilepeyennb cokpamenui

Tepmun Omnpenesenue

APM ABTOMaTH3UPOBaHHOE pabouee MecTo.

COBOKYTIHOCTB JaHHBIX, OPTaHU30BAHHBIX B COOTBCTCTBHU C KOHLICHTy&J'IBHOfI
CXCMOﬁ, OIMCHIBAIOIIEH XAPaAKTCPUCTHUKU 3TUX JAHHBIX U CBA3U MCIKIY

basza magHbBIX
COOTBETCTBYIOIIUMHU UM 00BEKTAMHU, MOICPKUBAIOIIAS OJHY HIIK HECKOJIBKO

(b1) NpPEIMETHBIX 00sacTen

Hoctyn O3znakomienue ¢ uwHdopmaruei, ee o0paboTKa, B YaCTHOCTH, KOMHUPOBAHHE,
uHpopManuu Mou(UKAIMS UM YHUUTOKEHHE HH(OpMaLun

(Jloctyn)




JInno, coTpyaHuK 3aKa3zyuKa WIM OpraHu3alii-areHToB, y4acTBYIOIIEE B
¢ynkunonnpoBanur CHCTEMBI MM HCTIONIB3YIOIIEE Pe3yJIbTaThl €€

Ilosnb30Barenn
(YyHKIIMOHUPOBAHUS;
110 ITporpaMMHOe 0OecrieueHHE;
IIK IlepcoHAIBHBIN KOMIIBIOTED.
WuTterpanuonHas niargopma s opraHu3aluy NpoJjaxx aBuabuieToB U
C COITYTCTBYIOIUX YCIYT OpraHU3allsIMU areHTaMu CO BCTPOEHHBIM OUJUIMHIOM U
ucrema

ImopTajaiomM CaMOO6CJIy>KI/IBaHI/IH COTPYAHHUKOB OpFaHH3aHHﬁ arCHTOB

Be6-cepBep 1 mouToBbIi MpoKcH-cepBep, padoTarommii Ha Unix-1o jo0HbIX
OTIEpPAIIMOHHBIX CUCTeMaX (TecTupoBasiach cOopka u pabota Ha FreeBSD,

Nginx OpenBSD, Linux, Solaris, Mac OS X, AIX u HP-UX). Hauunas ¢ Bepcuu 0.7.52
MOSIBMJIACH KCIIEPUMEHTaIbHas OnHapHas coopka moa Microsoft Windows.

(auri. remote dictionary server) O ceTeBoe xypHaIMpyeMoe XpaHUJIHIIE JTaHHBIX

Redis THMa «KJ1r04 [ 3HaYeHue» ¢ OTKPHITHIM UCXOHBIM Ko1oM. Hepemsiunonnast
BbIcOKompousBoauTenbHas CYB/I.

CBobOosHas cucTeMa MOHUTOPHMHIA M OTCIICKHMBAHUS CTaTyCOB Pa3HOOOPA3HBIX
Zabbix CEpBUCOB KOMIIBIOTEPHOM CETH, CEPBEPOB U CETEBOT0 00OPYAOBAHMUS.

1 llepBuuHbIE AelicTBUS

1.1 Cnenuanuctsl, He0OX0UMbIE A1 00ecriedeHust paboThl CUCTEMBI

MuHuMaIbHOE KOJIUYECTBO CIICIuaJIucCToB, HGO6XOI[I/IMOG AJI obecrnieueHUs pa6OTLI CUCTCMBEI.

Jst paboThl CUCTEMBI MUHUMAJIBHO HEOOXOAMMBI:
O 1 cucreMHbIil aAMUHUCTPATOD;
0 1 agmuHucTpaTop 0a3 JaHHBIX.
CuCTeMHbI aIMUHHCTPATOp U aJMHHUCTpaTOp 0a3 MAHHBIX JOJDKHBI 00JIaJaTh BBICOKUM
YPOBHEM KBaIM(PUKAIUU B CAEAYIOMINUX 00IaCTAX:
0 agMUHHCTpUPOBAHHE TEXHUYECKUX CPENICTB (CepBepHl, paboune CTaHIINN);

O AIAMUHUCTPUPOBAHUC TIPOrpaMMHOTO obecnieucHUs ONICpallMOHHBIX CUCTEM U CUCTEM

yrpaBiieHUs 0a3aMu TaHHBIX;



0 pa3paboTka, ynpaBieHue W peanu3anus >PQGEKTHBHON TOJUTUKH WHOOPMAITMOHHOM

0e30I1acHOCTH;

O MOACPHU3AIHA MPOrPpaMMHBIX U TCXHUYCCKHUX CPCACTB.



2 JlelicTBUSI CHCTEMHOI0 IMMHHUCTPATOPA NMPH YCTAHOBKE M HAJIAJIKe CUCTEMbI

2.1 TpeboBanus Kk paboyemMy MECTY CHCTEMHOTO aIMUHUCTPATOPa

Pabouee MeECTO CHCTEMHOTO aIMUHUCTpPAaTOpAa:

0 crapmapTHbli O(UCHBII NEPCOHANBHBIN KOMIIBIOTED, OCHAUIEHHBIA Opay3epami,

HNHTepHeToM M cCHaOKEeHHBIN UCTOYHUKAMU Oecniepeboiinoro nmutanus 220 BOJIbT;

0 omnepanmonHas cuctema He HHxKe Windows 7/8/10, Linux ¢ sapom 2.6/3.X;
0 HamMuue HENPEpPHIBHOTO MOJKIIOYCHHS KakIoro u3 mojb3oBatelbckux [IK xk ACY

nocpeacteoM cetu TCP/IP, e xyxe 256 kOuT/c u 3amepxkkoii (ping) He 6osee 50 Mcek.
2.2 TlapameTpbl IpOrpaMMHOT0 obecreueHus, Heooxoaumbie s pabotel ¢ AUC

Hoctyn monb3oBarensi K CHCTeMe OCYIIECTBISCTCS B PEXKHUME TOHKOTO — KIIMEHTA,
(bYHKIIHOHHMPYIOIIETO B Pa3IMUHBIX OMepauoHHbix cpeaax — Microsoft Windows, Unix (Linux), Mac
Os.

Hoctyn k Cucreme BO3MOXEH C JF000T0 TEPMHHAIBHOTO YCTPOMCTBA (TEpMHHANA) B PEKMME
peabHOrO BPEMEHH.

s pabotsl ¢ CrcTeMbl HEOOX0IUMO:

0 TepMHHAIBHOE YCTPOMCTBO (KOMIBIOTEP, CMAPT(OH, MIIAHIIET U T.I1.);
O nocryn k cetu UHTEpHET;

O oOpayszep ¢ nmogaepxkkoii HTML 4.0, CSS Level 2, JavaScript 1.1. u BwImie, pexxuma
acuHXpoHHOTO B3aumojeincteusi JavaScript/ XML (XMLHttpRequest wu  T.1m.).
[Tonp3oBarensckue uHTEpdeiicsl CucreMbl COBMECTHMMBI ¢ Opaysepamu: Microsoft
Internet Explorer Bepcuu 8.0 wnu Beiie, Mozilla FireFox Bepcun 6.0 nnu Boiie, Google

Chrome Bepcuu 10.0 niu BbliIe;

O ceprudukar 6e3omnacHocty (pu Hamuuuu). HeoOX0MMMOCTh YCTaHOBKH, YCTAHOBKA U
BbjIaua cepTu(dukara OE30MacHOCTH OMpeAeNseTcs M TPOU3BOAUTCS CHUCTEMHBIM

aMUHUCTPATOPOM.

Ilpumeuanue:
B nacmoawuii momenm ucnonvzyemcs xopuesou SSL cepmugpuxkam, noomeepoicoarowuii
8ANUOHOCIb OOMEHHO20 UMEHU, NO KOMOPOMY OOCMYNHO NPULONCEHUe O NONb308ameNs U3 cemu

Hnmepnem.



Hannwiii cepmuguxam nybonuueH, u e2o Moxcem Kmo y200H0 NOCMOMpPems/YCmanosums K ceoe.

Ha camom Oene bpaysep cam mak u denaem npu nepsom obpaweHuu Ha partner.fpc.ru.
Locmyn Kk npunosicenuro 6vl0aémcsi no JA02UHY U NAPONIO C UCHONb308AHUEM OBOUHOU

(0syxgpaxkmopnoil) aymenmugpurayuu nonvzogamens. AOMUHUCMPAMOp OO0JJICEH blOAMb NO2UH U
naponv, U 008ePeHHbIM CHOCOO0M CO0OWUMb e20 Kiuenmy (8 paspese B2B).

Joctyn mnomnb3oBareneld K (YHKIHOHAJIBHBIM CEpPBUCAM OCYIIECTBISIETCS IO TEXHOJIOTHHU
«TOHKOTO KJIMEHTa» Ha 0a3e web-o0o3peBarens (Opaysepa) nmocpeacteom APM (aBToMaTH3UpOBaHHBIX
pabouux wmecrt). Tum wucnomsdyemoro APM u cocraB (yHKUMH, JOCTYIMHBIX IOJIb30BATEIIIO,
OTpe/IeNIsieTCs] B 3aBUCUMOCTH OT ero poiu. [Ipu 3ToM posb onpeaenseTcs IpaBaMu Mojib3oBareseil Ha
JIOCTyll K cepBucaM, (QYHKIUSM u JaHHBIM, a APM — cnoco0 mpencraBicHus nHDOpMAnud M

pasMCIICHUA YHIPABIAKOIHNUX 3JIEMCHTOB, OIITUMHU3UPOBAHHBIC JIA COOTBCTCTBYIOHlCﬁ KaTCeropuun

OJIL30BaTENIEH.
2.3 OO0t BUJ CUCTEMBI

OO6muii Bug cucteMsl npejacrasieH Huxke (Pucynox 1).

( [Monb3oBaTenm )
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Pucynok 1 — O0mumii BUJT CHCTEMBI

S1, S2, S3, S4 —sT0 ceprepa.



2.4 PazBepThiBanue npuiiokeHus: B2B

CucTeMHBIN aAMUHUCTPATOP MOJIYYAET JOCTYI K CUCTEME, IIOCIIE 3aKJIIOUEHHUS JOTOBOPA MEXY
3aka3zuukoM U Mcnonnurenem. Bee nmoapoOHbie netanu HEOOXOIMMO CMOTPETh B COOTBETCTBYIOIIEM

JOTOBOPE.

2.4.1 TpeboBaHUs ¥ TOATOTOBKA CUCTEMBI

1. Windows 2012 R2;
2. HOJ’DKHBI CTOJATH BCEC aKTyaJ'ILHLIe O6HOBJ’I€HI/I$I;

3. OO6s3aTenbHO AOKHO cTosATh oOHOBIeHUE (KB3102467)
Microsoft .NET Framework 4.6.1 8 Windows Server 2012 R2 st 64-pa3psiiHbIX CHCTEM;

4. Jlnst TectoBoii cpenpl, Ha cepBepe b/l B konue dana postgresgl.conf HyxHo 106aBIATH

cTpouky custom_settings.working_mode = 'test'".

2.4.2 Ycranoska IS

1. 3anmyctuth MacTep no0aBieHus posiel, BoiensieM Be6-cepsep (IIS).

e Macrep go6aBneHus ponei U KOMNOHEHTOB ILI_E-
Buibop posneli cepeepa T

Mepeg Hayanom paotel Buibepute 0AHY UAKM HECKONBKO PONel ANA YCTaHOBKM Ha 3TOM CepBepe,

Ponn Onwucanue

Buifop cepeepa A Be6-cepsep (lIS) npeaocraenser

[[] DHCP-cepsep |
[] DNS-cepsep MacwTabupyemyro nHdpacTpyKTypy
— [ Hyper-v se6-npuaoxeHnii,

(s Be»cese (11S)

[[J AomenHsie cayx6ui Active Directory

MOATBEPXAEHUE [[] Pesxxum Windows Server Essentials
[[] Cepeep npunoxeruii
[[] Cnyx6ui Active Directory o6neruentoro goctyna ¥
[] Cayx6s1 Windows Server Update Services
[[] Cayx6ei akrusaumm kopnopatusHbx AULEH3WI
[[] Cayx6ui neuatv n gokymeHTOE
[J Cayx6ei noautuku cetv u gocTyna
[[J Cayx6el passeproisanns Windows
[[] Cayx6eui ceptudukaros Active Directory

—_ - v

< " | >




Pucynok 2 — JloGaBienue poseii 1 KOMIIOHEHTOB

2. Haxartp naiee.

KOHEYHsIV CEPSER

Boibop koMMoHeHTOB o0

ﬂepeA HaY3 oM paéOTbl Bu6epwre OAVIH MU HECKONbKO KOMMOHEHTOE ANA YCTaHOBKW Ha 3TOM CepEepe.

TWN YCT2HOBKM KomnoweHTbi Onucatue

Beifop cepeepa e oo | A Mnatdopma .NET Framework 4.5
Posu cepsepa I [[] Cpeacrea yaanenHoro agmusucTpuposarus ceps{i obecrneunsaeT KOMNAEKCHYIO 1

[] Cpeacreo npocmorpa XPS LERBHYIOMORERb
nporpamMuposaHua Ans beictporo
CO3/aHUS ¥ 33MyCKa NPUNOKERNIA,
(] Yaanenroe pasroctroe oxatvie NpeAHasHaYEeHHBIX ANA Pa3ANYHBIX
[[] Yaanennwii nomowrmk nnatdopM, & TOM Yucne Ang
HactonsHbix [1K, cepeepos,
CMapTGOHOE, H3CTHBIX W
061ea0CTynHbIX 06A3UHBIX CUCTEM.

KOMNOHeHTL

[[] CranaaptusuposanHoe ynpasnerue xpanunuu.tamf

Poss eeb-cepeepa (IS)
Chyx8bl ponei

MoateepxaeHue [[] ¥YnpaeneHue rpynnosoii noanmvikoi
[] ®unstp Windows TIFF IFilter
b [] ®onosas unTennextyansHan cayxba nepeaaqn (B
p O Qynkumn NET Framework 3.5
4 [B] Oymkuwn NET Framework 4.5 (YcTaHoeneHo 2 us
|
ASP.NET 4.5
b [®] Cayx6ui WCF (YcranosneHo 1us 5)
O LWudposanue gucka BitLocker
<] " |

l < Hazag ” Oanee > I |yCTaHOBV|TbI[ Ormena I

Pucynox 3 — Haxats nanee

3. Ha skpane kommoneHTOB BhienuTh .NET 4.5.
4. Haxats nanee.

5. Jlamee ycraHOBUTH KOMITOHEHTHI [IS kak moka3aHo Ha CKpUHIIIOTAX.



4 Beb-cepeep
4 Be3onacHoCTs
DuneTpayua 3anpocos B
IP-agpec v orpanuyerns JomeHa
[] Aeropusauma URL-agpeca
[] Oadmxect-nposepka noanuHHOCTYH
ObbiuHas NposepKa NOAAVHHOCTY

| lNposepxa nognnanocm Window! |

[[] Npoeepka noanvHHOCTY € CONOCTAENEHUEM CEPTUOMKATE KNVEHTa

[[] Mposepka nognvHHOCTV € CONOCTABASHUEM CEPTUGMKATA KAMEHTA 11
[[] Uentpannsosarras nogaepxka SSL-cepruduxata
4 WcnpasHocTs v avarHocTvika
BeaeHue xyprana HTTP
[] Beaenwe xyprana ODBC

L v

< m [

Pucynoxk 4 — YcraHoBka KOMIIOHEHTOB 4acTh |

Bribepute cnyxbul poneit ana ycraHoekv AnA Be6-cepsep (IIS).

Chyx6bi poneit

e |

[[] Cxatne auHamuueckoro CoaepXnmoro
4 Paspabortka npunoxeHuii

[] Asp

ASP.NET 3.5

ASP.NET 4.5

] cal

[[] Brarouerma Ha cropore cepsepa (SSI)

[] Wauyuanuzauus NPUAOXKEHWIA -
|

Pacwuperus ISAP] s

Pacwupsemocts .NET 3.5

Pacwupsaemocts NET 4.5 -

OunbTpes ISAPI

4 [ ] FTP-cepsep

< m 10
Pucynoxk 5 — YcraHoBka KOMITOHEHTOB YacTh 2
[] Pacwupsemocts FTP
Cpeactea ynpasneHus u
KoHconb ynpasnenusa cayxbamu 1IS
Habopbi cMMBONIOE W cpeacTEa ynpasaeHna cnyxbamu IS E
[[] Cayx6a ynpaenenusa
b [] Ynpaenenue cosmectumoctsro c IIS 6 A




Pucynoxk 6 — YcraHoBKa KOMIIOHEHTOB 4acThb 3
2.4.3 Pa3BepThIBaHHE TPHIIOKECHUS

1. IIpoBepuTh npaBa Ha MaNKH.

Mpeasiaywme sepcum Hac1poiika
OBiwwme | Toctyn BesonacHocTs

Wma oBvekta: C:\Onel

[pynnb! MK Nonb30BaTENM:

82, AgmunncTpaToper (APPO3\AsMuHMCTDaTOpSI)

a Monezosatenn (APPO3\MNons308aTtenu)
IS_IUSRS (APPO3\IS_IUSRS)

1< n

YToBbl M3MEHNTE PaspELIEHUA,
HaxmuTe KHonky "Mamerums".

Pazpewenuna ana rpynnel "1IS_IUSRS™

MonHbwt pocTyn

W3menenne

YreHue 1 BoinonHeHue
Crnmcok coaepxmMmoro nanku
Yrenme

3anuce

Yrobbl 33aaTe 0CcoBLIE pPa3pELLEHMA UK
NapameTpbl, HEXXMUTE KHOMKY
"[ononHuTensHo".

0K I | OmveHa | | MpumerHnTs I

Pucynoxk 7 — CoiicTBa nanku 1



lMpeasiaywme Bepcun
Obwme I Doctyn

Wma obvekta: C:\Onel‘\Log

[pynnbl unK Nons30BaTENM:

% AgmunmcTpaTops! (APPO3\AagmuHncTpaTopsi)

% Monezosatenu (APPO3\Monkz0BaTenn)
"AlIS_IUSRS (APPO3MIS_IUSRS)

<] n

Y106k NZMEHUTE PE3PELLEHUA,
HaxmuTe KHonky "Wamennts".

Paspewenns ana rpynnel "IIS_IUSRS"
Pazpewnts 3anpemts

MonHblit aocTyn

Wamenerne

YreHue 1 BbinonHeHWe
Crmncok coaepXmumoro nNanku
Yrenne

3anuce

Yrobbl 330aTs 0coBbie paspEeeHUA UK

NapameTpbl, HEXMUTE KHOMKY
"OononHuTtensHo".

Pucynoxk 8 — CpoiicTBa mamnku 2

2. OtkpeITh OcHACTKY «Jlucmerdep ciryx0 1IS»; 3. Jlo6aBUTH caiT;

®aitn  Pexum  Cnpaska

Domcnovem 0; caiiThbl

e -H |z
P5 €5 HauaneHan cTpaHuua
493 APPO3 (IM\kaliary)
.2} Mynbi npunoxenmii Wma  * ID Ce
al6) caipesl €2 Defandt Wah Site 1 ¥,
416 ca= _
b @ @ Aobasuts peb-cair... ]

DuneTpbl: ~¥n

o |

+

&

QOBHoBUTE

MepekntounTeCa B pEXXUM NPOCMOTPE COAEPKUMOTD

Pucynok 9 — Jlo6aBnenue caiita
4. 3amoiHUTH IMOJIA.



Wwms caitra: Ui

®usznueckuii myth: C:\Onel\Production\UiRoot

[Mpussizka: Tun http, IP-axpec ykaspiBaem (akTudeckuii Ha ceteBoM ananrope, nopt [PORT],

Wwms y3na: partner.fpc.ru im.local

Wmsa caiira: Myn npuaoxeHnit;
|Ui | ui

Katanor CoOAEPXKNMOro

Dusnyecknii nyTe:
|C:\Onelia\Production\UiRoot

I'Ipoaepxa NOANUHHOCTK

Moakn. kak... TecT HacTpoeK...

Mpueaska

Tun: IP-agpec:

[http a1 Y|

Wmsa yzna:
[partner,fpc.rul I

Mpumep: www.contoso.com wan marketing.contoso.com

[v] 3anycTuts BeB-caiit ceiivac

Pucynox 10 — 3amonHenue mosei

5. Jlane HyHO 100aBUTh B CAalT MPUIIOKEHHUS.
[Ipunoxenus nsa:

0 B2B;
O Backoffice.

11



Hazsanue caitta: Ui

MyTe: /

Mcesgonum: [Myn npunoxeHnii:
B2b| | ui

Mpumep: npogaxm

Dusnyeckuit nyTe:
| C:\Onel\Production\B2b

Mpoeepka nognuHHOCTH

Moakn. kak... TecT HacTpoek...

[ ] Bratounts npeasaputenshyto sarpysky

Pucynok 11 — JloGaBnenue B caiiT npuiioxxenust B2B

Hazeanue canta: Ui

MyTe: /

McesaoHmnm: Myn npunoxexnit:
|Backoffice] | ui
Mpumep: npogaxu

Dusnyeckuin NyTs:
IC:\Onel\Production\Backofﬁce

MpoBepka NnogAMHHOCTI

Moakn. Kak... TecT HacTpoEK...

[ ] Bratounts npeasaputensHyto sarpysky

Pucynok 12 — Jlo6aBnenue B caidit mpuitokenus Backoffice

6. J[loGaisiem BTOpOIt caliT Api.

7. 3aloJHUTH IOJI.
Nwms caiita: Api

12



@usnueckuii myth: C:\Onel\Production\Api
[Mpusszka: Tan http, IP-aapec ykaspiBaem dakrtudeckuii Ha cereByxe, mopt [PORT]; Ums

y3ua: api.partner.fpc.ru api.im.local

Wma caira: Myn npunoxerni:
| Api | |Api

Karanor cojgepXKumMmoro

Duznyecknit nyTe:
|C:\0nel \Production\Api

MNpoeepka NOAAMHHOCTK

Moakn. Kak... TecT HacTpoEK...

Mpueazka

Tun: IP-agpec:

[http d |

Wms yzna:
|api.partner.fpc.rul

Mpumep: www.contoso.com uan marketing.contoso.com

[v] 3anycTuTe Be6-caiiT ceiivac

Pucynok 13 — Jlo6GaBienue Broporo caiita Api

8. Jlame Hy»HO N00aBUTH B CANT OJHO NMPHUIIOKEHUE.



[obasneHve NpuaoxXeHUa _

HazeaHwe canta:  Api

MyTe: /
McesgoHnm: MMyn npunoxeHuii:
|Daemon| I |Api Beibparts...

Mpumep: npoaaxmu

Dusnuecknit nyTe:
|C:\0nel \Production\Daemon

Mpoeepka NOANMHHOCTI

Moakn. Kak... TecT HacTpoek...

[ ] Brarounte npeasaputensHhyro sarpysky

0K OtmeHa

Pucynok 14 — Jlo6aBnenue npuaoxKeHus

2.5 Hacrpoiika Redis

Redis O ceteBoe xypHanupyeMoe XpaHHIHIIE JaHHBIX TUIA «KI0Y [ 3HAaUeHHE» C OTKPHITHIM

nucxoaHbIM KojoM. HepensitnonHnast BeicokonpousBoautenbHas CYB/I.
Kondurypauus cepsuca: /etc/redis.conf
Jlor cepsuca: /var/log/redis/
Hactpoiiku OC, BeIMOTHEHHBIE 1711 KOPPEKTHOM pabOTHI CEpBHUCA:
letc/sysctl.d/redis.conf:

net.core.somaxconn = 1024 - HacTpoiika MaKCUMaIILHOTO KOJIMYECTBA IMPOCTYIINBAEMBIX

nopToB; vm.overcommit_memory = 1 - mpaBwio paboOThI
overcommit.

letc/sysconfig/grub - orkmrouenue transparent hugepages (THP) (transparent_hugepage=never).

CepBuc 100aBiieH B aBTO3aITyCK.

2.6 Hactpoiixa Nginx

Nginx O BeG-cepBep U MOYTOBBIN MPOKCU-CEpBEp, padoTaromuii Ha Unix-1og00HBIX
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OIEpAIIMOHHBIX CUCTeMax (TecTupoBaiiack coopka u pabdora Ha FreeBSD, OpenBSD, Linux, Solaris,
Mac OS X, AIX u HP-UX). Hauunas ¢ Bepcuu 0.7.52 mosiBMiIach dKCIEpUMEHTaIbHAsT OWHApHAs
coopka moa Microsoft Windows.

2.6.1 OOitee onmucanue

CepBep nginx npeaHa3HaYeH AJIs IPOKCUPOBAHUS 3alIPOCOB K caifTy partner.fpc.ru Ha 2 cepepa
IPHUIOKCHHH (OAKEH/IBI), IIPH 3TOM 3aIIPOCHI OaTaHCUPYIOTCS Ha O3KeH b o npuHImIy Round-Robin.

Taxxe cepBep oOcmykuBaeT caiit im.local, Ay KOTOpOro He MpUMEHsIieTCs OalaHCUPOBKA HATPY3KH.

2.6.2 Kondurypanus cepsuca

Kondurypauus cepBuca npeacraBieHa Janee:
upstream backend { server
IP_APPSERVER : [PORT];

server IP_APPSERVER : [PORT]; } - mapameTpbl OajlaHCUPOBKH: 3aIIPOChI OYayT
pacnpenessThCs 0 YKa3aHHBIM cepBepam o npuniumy Round-Robin.

Beixon U3 cTpos cepBepa oOIpenessercss 10 HEBO3MOXXKHOCTHM YCTaHOBUTh C HHUM
TCPcoeaunenue, kpuTepuil BeIxoAa U3 cTpos - "XoTs Obl 0MH 3ampoc", mocse 3Toro cepsep Ha 10

CEKYyH/JI TIOMEYaeTcsl Kak COOMHBIN U 3alIpoChl HA HErO HE OTIPABIISIOTCS.

server { listen [PORT]; server_name

partner.fpc.ru api.partner.fpc.ru; return 301

https://$host$request_uri;

} - OMMCaHue caiiTa: B cjIydae, €CJIM KIIMCHT 06pa1uaeTc;1 10 YKa3aHHbIM JOMCHHBIM UMCHAM Ha

80 mopr, To B oTBeT nony4vaer 301 kox ¢ peaupexkrom Ha HTTPS.

server { listen 443 ssl; server_name partner.fpc.ru api. partner.fpc.ru im.local api. im.local
IP_APPSERVER; ssl_certificate /etc/nginx/ssl/ partner.foc _ru_2017 10 14.crt;
ssl_certificate_key /etc/nginx/ssl/ partner.fpc.key; - OTHMCaHue caiita ¢

YKa3aHHuEM

cepTuduKaTOB, KOTOPBIC OYy/IEM HCIIOIH30BATh.

ssl_ciphers "ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-
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SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:ECDHE-ECDSAAES256-
SHA:DHE-DSS-AES256-GCM-SHA384:DHE-DSS-AES256-SHA256:DHE-DSS-AES256-

SHA:DHE-DSS-CAMELLIA256-SHA:ECDH-RSA-AES256-GCM-SHA384:ECDH-
ECDSAAES256-GCM-SHA384:ECDH-RSA-AES256-SHA384:ECDH-ECDSA-AES256-
SHA384:ECDH-

RSA-AES256-SHA:ECDH-ECDSA-AES256-SHA:AES256-GCM-SHA384: AES256-
SHA256:AES256-SHA:CAMELLIA256-SHA:PSK-AES256-CBC-SHA:ECDHE-RSA-
AES128GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-
SHA256:ECDHE-
ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-SHA:DHE-
DSSAES128-GCM-SHA256:DHE-DSS-AES128-SHA256:DHE-DSS-AES128-SHA:ECDHE-RSA-
DESCBC3-SHA:ECDHE-ECDSA-DES-CBC3-SHA:DHE-DSS-SEED-SHA:DHE-DSS-
CAMELLIA128-
SHA:EDH-DSS-DES-CBC3-SHA:ECDH-RSA-AES128-GCM-SHA256:ECDH-ECDSA-AES128-
GCM-SHA256:ECDH-RSA-AES128-SHA256:ECDH-ECDSA-AES128-SHA256:ECDH-
RSAAES128-SHA:ECDH-ECDSA-AES128-SHA:ECDH-RSA-DES-CBC3-SHA:ECDH-ECDSA-
DESCBC3-SHA:AES128-GCM-SHA256:AES128-SHA256: AES128-SHA:SEED-
SHA:CAMELLIA128-
SHA:DES-CBC3-SHA:IDEA-CBC-SHA:PSK-AES128-CBC-SHA:PSK-3DES-EDE-
CBCSHA:KRB5-IDEA-CBC-SHA:KRB5-DES-CBC3-SHA:KRB5-IDEA-CBC-MD5:KRB5-DES-
CBC3-
MD5:ECDHE-ECDSA-RC4-SHA:ECDH-RSA-RC4-SHA:ECDH-ECDSA-RC4-SHA:PSK-
RC4SHA:KRB5-RC4-SHA:KRB5-RC4-MD5"; - Cnucok mudpoB, cuuTaronmxcs 0e30MacHBIMA Ha
10.2016 (Hy>XHO MEPUOIMICCKH ITPOBEPSTH).

ssl_prefer_server_ciphers on; - npunyauTeabHOE HCITOIb30BaHUE KJIMEHTAMH TOJBKO TEX
mr(poB, KOTOPHIE OMUCAHBI BHIIIIE.

ssl_protocols TLSv1.1 TLSv1.2; - COHMCOK WCIOIb3yeMbIX IPOTOKOJIOB, CUYHTAFOIIUXCS

6e3onacHbiMH Ha 10.2016 (Hy>XHO NEPUOINYECKU IPOBEPSTH).
OTH HACTPOUKU MOTYT BBI3BaTh MPOOIIEMbI (HEBO3MOXXHOCThH COEMHEHUS ) HA CTOPOHE KIIMEHTOB

B TEX ClIy4uasx, €CJIN Y HUX 6y,Z[CT CTOATH CTapBIﬁ 6pay3ep, HC HO,Z[I[Cp)KI/IBaIOH_II/Iﬁ YKa3aHHBIC ITIPOTOKOJIbL

U UQpHI.
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location / {

proxy_read_timeout 1200;

proxy_connect_timeout 1200;

proxy_pass http://backend;

proxy_set_header Host $host;

proxy_set_header X-Real-IP $remote_addr; - npo6poc 3aronoBkoB Ha 69kerH;1 Proxy_set header

X-Forwarded-For $proxy_add_x_forwarded_for; - npo6poc 3aroioBkoB Ha

Ookeny proxy_set_header X-HTTPS yes; - npodpoc 3aroioBKOB Ha

69kenn access_log /var/log/nginx/upstream-access-onelya.log

upstreamlog; }

error_page 404 /404.html; location
= /40x.html {

}

error_page 500 502 503 504 /50x.html; location
= /50x.html {

¥
¥

Jnis caiita im.local HacTpOMKK aHATIOTMYHBI, 32 UCKITt0YeHHeM SSL (MOTOMyY YTO TaM €ero Her).
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3 OounosJaenne 1C UM

3.1 O6nosnenne 1C UM: BoccranoBieHne paboTocrnocoOHOCTH HHTETPALIIOHHOTO MOTYJIS

Boccranosnenue paborocnocoOHoCcTH HHTErparmonnoro moayis (1C --> B2B). [lns

obHoBnerus 1C UM HeoO6X01MMO COBEPIIUTH CIEIYIOLINE eHCTBUS:

1. TTocne o6HOBIIeHMS KOH(Urypanuu 1C, He0OX0AMMO BPYUHYIO H3MEHUTD UCTIOTHAEMBbIH (haiii

o0paboTunka BHeMHUX 3arpocoB (PucyHnok 15).

Hactpoiiku IIS — Caiitel (innovationmobility) — ComnocraBnenus obpaborunkos — 1C
Webservice Extension (n3mMeHuTh 3HaueHHE B Tpade «McrmomHsembiit Gpaitm:

C:\Program Files (x86)\1cv8\HOMEP AKTY AJIbHOM KOH®UI'YPAILIUN \bin\wsisapi.dll

&5 [Avcnetuep cayx6 IIS
@ |’9 » WINIC » caitter » Default Web Site » Innovativemobility »

®aiin Pexum  Cnpaska

]

S ConocTasieHus 06paboTumkos

L5l Hauanshas CTpaHuya
4 "ij WINTC (WIN1C\AgmunucTpatop)
i J [Mynbl npunoxeHmit Crpynnuposats no: CoctosaHue b
4- 8] caifTbl
4-€D Default Web Site Bxntouex

et _client ‘ - - -

4 aspn ;( i b I 1C Web-service Extension I i Brntouer He ykasbisaetca  IsapiModule NokaneHy
4| system_wel | 5%, o

> *.asp Brarouen ®Daiin IsapiModule YHacnea

37a yHKumA Np anay pecypcos (6ub ex DLL v ynpaenaemoro koaa), koTopbie 06pabaTbiBatoT ONpEAENEHHbIE TUNbI 3aNPOCOE.

a

Wma Myte CocTosHne Tun nyTu O6paboTumk Tun 3nel

D 3‘2‘22‘7, aspq-Integrated-4.0 *.aspq Binrouen He ykasbisaetca  System.Web.HttpForbiddenH... YHacnead
I ':; Innovativemobility l aspq-ISAPI-4.0_32bit *.aspq Brnrouen He ykasbisaerca  IsapiModule YHacnea
T aspq-ISAPI-4.0_64bit *.aspq Brntouen He ykasbisaerca  IsapiModule Ynacnead
V A blyR eloader-Integrated WebResource.axd Brnrouen He ykassisaetca  System.Web.Handlers.Assem...  Ynacnead
blyR eLoader-Integrated-4.0 WebResource.axd Brnrouen He ykasbisaetca  System.Web.Handlers.Assem...  Ynacnea
AXD-ISAPI-2.0 *.axd BinroueH He ykasbisaetca  IsapiModule YHacnead
AXD-ISAPI-2.0-64 *axd & i eanibhdet
AXD-ISAPI-4.0_32bit sl PeaakTMpoBaHve CONOCTaBAEHMA CLEHAPUS C MOACTaH... m
AXD-ISAPI-4.0_64bit *axd ' '
cshtm-Integrated-4.0 *.cshtm Hyrs anpoces
cshtm-ISAPI-4.0_32bit *.cshtm I
cshtm-ISAPI-4.0_64bit *.cshtm
cshtml-Integrated-4.0 *.cshtml Wcnonnaembiii daiin:
cshtml-ISAPI-4.0_32bit *.cshtml |C:\Program Files (x86)\1cv8\8.3.9.1818\bin\wsisapi.dll \ E
cshtml-ISAPI-4.0_64bit *.cshtml
ExtensionlessUrIHandler-Int d-4.0 %
ExtensionlessUrIHandler-1SAPI-4.0_32bit ol
ExtensionlessUrlHandler-ISAPI-4.0_64bit - |1c Webstivice bdnsion
HttpRemotingHandlerFactory-rem-Integrated *.rem
HttpRemotingHandlerFactory-rem-Integrated-4.0 *.rem
HttpRemotingHandlerFactory-rem-ISAPI-2.0 *.rem
HttpRemotingHandlerFactory-rem-ISAPI-2.0-64 *.rem
HttpRemotingHandlerFactory-rem-ISAPI-4.0_32bit *.rem
HttpRemotingHandlerFactory-rem-ISAPI-4.0_64bit *.rem
- OK | | Otmena
HttpRemotingHandlerFactory-soap-Integrated .s03p
HttpRemotingHandlerFactory-soap-Integrated-4.0 *.s0ap

Pucynok 15 — HTerpanoHHelii MOyJb

[Tpu skcmtyataniuu MOryT OBITH BBISIBJICHBI IIeproanueckre noaucanus cnyx0 IS na cepsepe
1C UM. BoccraHoBneHue pabOTOCIIOCOOHOCTH, MOCHIE TaKUX IOABHUCAHUN, MPOUCXOIUT MYTEM
nepe3arycka ciyxo IIS.

ITpoBepka KOPPEKTHOCTH 3aITyCKa CIyXkO0:
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1. BOﬁTH, HCTI0JIb3YA CBOU I/II[CHTI/I(l)I/IKaI_[I/IOHHBIC JAaHHBIC — JIOTUH U I1apOoJib (3aJIOI‘I/IHI/ITBC$I),

B 6a3y UM uepe3 Opaysep.

2. TlpoBeputs crarychl mynoB npuioxkenuit (Pucynok 16).

| @ » WINIC » [Mynei npunoxenuit

®Qaiin  Pexum  Cnpaska

rETEI ei My Abl IPUAOXKEeHMI

.45 HauansHan cTparuua
4 --‘i WINTC (WIN1C\AgmunncTpatop)
5} Mynsi npunosxeruit
48] caiftel PunbTpbi: + W Mepein ~ M ece | Crpynnuposats no: Bes rpynnuposanua =
46D Default Web Site

3racrp npocmaTp ¥ M3MEHATE CIMCOK MYNOB NPUAOKEHNN, CYLLIECTBYIOLLMX Ha cepBepe. Kaxcablii nyn npuaokeHnii cessan
MPUNOXEHWI APYT OT Apyra.

AR Wms & CocrosaHue Bepcua cp... Pexumynpas.. Yaoctosep Mpwn
b s aspnet_'client . @.NEI’VZ.O Pabotaer v2.0 BcrpoenHbiit ApplicationPoolld... 0
4 + Innovativemobility 2 NET v2.0 Classic PaGotaer v2.0 Knaccuueckuit  ApplicationPoolld... 0
b test L) NET w45 Pabotaer v4.0 BcTpoeHHbiit ApplicationPoolld... 0
@ .NET v4.5 Classic PaBotaer v4.0 Knaccuueckuit  ApplicationPoolld... 0
Classic .NET AppPool Pw w ApplicationPoolld... 0
.- DefaultAppPool Paboraer v4.0 3

Pucynoxk 16 — [yl npuiioxeHui

[Ipu BOBHHKHOBEHHH HEOOXOIMMOCTH 3alPETUTh MOJIH30BATEII0 IMpPOrt user 3aX0oJuTh B 0a3zy

1C UM (Pucynoxk 17) cienyet 1ecTBOBaTh B COOTBETCTBUU C PEKOMEHAAIMSAMU, Ka3aHHBIMH J1aJiee.

B Avcnetuep cayx IIS -[8] x
@© ) [ wnic s coima b Defout Web Ste » Innovativemobilty » & ne-
Ouin  Poomt  Cnpama
@-id |28 9 ConocTaBneHns 06paboTumkos St o
Hauanenan crpamus obpatorum..
. :wumc NG Amincrarcs) oot
2 Mynw npwnowerd Crpynnuposats no:Cocromnme & Aobasnenme conocrasnenws
4% caimn = - = = o B Cuenapns ¢
«9 Df!nﬂWle«r “;umm Dy Socroerme Tom oy Obgaoavam Tawsneuis ~ W 3:’5::::::::; :;:m
: ,;I':W“:': iy 1€ Web-service Extension . Bumouen Heycasmseres  Isapibdodule Doransnsd ogyns. i
1 > et ASPClassic a5p Brmouen Daitn IsapiModule Yracnezor... Wovsmiiant
> aspq-integrated-4.0 25pq Brmosen Heyasusaerca  System.Web.HitpForbiddenH...  Ywacheacs...
25pq-1SAPI-40_32bit aspq Bemouen He yrasieserca  IsapiModule Ynacnescs...
25pQUISAPI-40_6dbit awpq Brmosen He yxasueaerca  IsapiModule Ynacneaoe...
AssemblyResourceloader-Integrated ad  Bevosen y A Ynacnesoe...
gr Brmoven System Web Handlers Assem...  Ynacnesoe... 5:“:{:. K::Ml'm"
AXD-ISAPI-20 axd Brmouen Heyrasusaerca  Isapiodule Yuacreoe... fssareshicr.
AXD-1SAPI-20-64 axd Brnoven Heyxaseserca  lsapiModule Ywacnesoe... OTCOpTUpOS IR CNCOK..
AXD-ISAPI-40 32bit " ® @ copasa
AXD-ISAPI-40_64bit i
CGl-ere exe
cehtm-integrated-2.0 “.cshtm
cshtmISAPL-40_32bit ~cshtm
cshtm.ISAPL-40_6abit ~cshtm
cshtml-Integrated-4.0 *cshtml
cshtmi-[SAPI.40_32bit ~csnml
cshtml-ISAPI-4.0_64bit *.csheml
Btensionlessrblandler ntegated-40 - o] [Tomen ] |
ExtensionlessUriHandles-ISAPI-4.0_32bit *
ExtensionlessUrHandier-ISAPI-4.0 64bit .. Bemouen He yrassisserca  sapibodule Ynseresce.
HetpRemotingHandlerfactory-rem-Integrated “rem Brmosen He yxasusaerca  System Runtime Remating.C..  Yacneaoe...
HatpRemotingHandierFactory-rem-Integrated-4.0 “sem Bemoven Heyxasseaerca  System Runtime RemotingC.  Ynacesos...
HatpRemotingHandlerFactory-rem-ISAPI-20 rem Brmouen He yrasuisaerca  IsapiModule Ynacnescs...
HetpRematingHandlerfactory-rem-[5API-2.0-64 “rem Bemonen Heyrasweserca  lsapiModule Ymscnesoe...
HetpRemotingHandierFactory-rem-ISAPI-40_32bit ~sem Bunouen Heyrasueserca  sapiModule Ynscresoe..
HatpRemotingHandlerf actory-rem-ISAPI-4.0_62bit “rem Bemouen Heyrasmeserca  lsapiModule Ynscnegoe...
HetpRematingHandierFactory-soap-Integrated *s00p Bemosen Heyeasmserca  System RuntimeRematingC.  Ynacresoe...
HatpRemotingHandlerFactory-soap-Integrated-4.0 ~soap Benoven Heyxasmsaerca  System RuntimeRemoting C..  Yuacnesoe...
HttpRemotingHandlerfactary-sosp-ISAPI-2.0 *.s08p Brmouen He yrassieaerca  lsapiModule Ynechesor...
HetpRematingHandlerFactory-50ap-1SAPI-2.0-64 “s00p Brmosen Heyxasueaerca  IsapiModule Ywacneaon...
HatpRematingHandierFactory-soap-ISAPI-4.0 326t ~s08p Bemouen Heyxasusaerca  lsapiModule Ynscresoe..
HetpRemotingHandierfactory-oop-ISAPI-40_ 64t “s00p Bemosen Heyrasmmserca  lapiModule Ynscnesor.
ISAPLl ~a Bemosen o lapiModule Ywacnesos...
OPTIONSVerbHandler . Bemoven Heyxasmnserca  ProtocolSupporthodule Ynacnesoe...
PageHandierfactony-Integrated asp Bemouen He yrasuisserca  System Web.UlPageHondierf... Ynacnesoe...
PageHandierFactory-Integrated-40 ~asp Benosen Heyxasueaerca  System.Web.ULPageHandierF.. Ynachesoe... .
[ Neccworp sosmoxocren | pocuorp cospaamero
by O

Pucynok 17 — 3anpet Ha BXxoJ nojb30BaTesns import_user B 6azy 1C UM

Jlyist Toro 4TOOBI 3aNPeTUTh MOJIB30BaTENO import_user 3axoauTh B 6a3y 1C UM Heobxoaumo:

1. 3aiitu va Cepsep 1C.
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2. BriOpats nucrneruep IIS.
3. 3arem BwIOpaTh InnovativeMobility.

4. Tlocne BeiOpaTh «ComocTaBneHust 00pabOTUYHKOBY.

5. Jlanee, naiitu B crimcke «1C Web-service Extensiony.
6. BriOparb u3zMeHeHHe paspemeHnii QyHKIHH.

7. CHATB BCE rajoyKu.

8. Ilocne BBIICONMHMCAHHBIX MAHUIYISALUNA MOXHO HPOBOJUTH OOHOBIICHHS KOH(QUTYpALUi u

wiardopm 1C, mpenBapuTensHO CHIB OdKarbl 0as.

[Ipu BbISBIEHUM CllydaeB, Koraa KOH(pUTyparus ocHOBHOM 0a3sl UM He oOHOBisieTcs, TO,
CKOpEH BCEro, 3TO CBA3aHO C HAIWYHEM J0pabOTOK B Oase.

Pemienue: noxxaarbest BRIX0a OYEPETHOTO per3a KOH(UTYpPAIIH, TTOCIe YeT0 0OHOBIISTHCS.

3.2 [omaroBas MHCTPYKLIUS HacTpoiku web-cepBucos st 1Cv8.3 u IIS 8.5

Jlasiee mpecraBieHa momiaroBasi MHCTpYKIUsS HacTporku web-cepsucos mst 1Cv8.3 u IS 8.5,

Windows Server 2012 R2 Standard, 1C:Ilpeanpusitue 8.3 (8.3.4.465).

1. VcranoBka IIS BeImonHsAETCS CTaHOApTHBIME cpelacTBaMu. Habop nocTaToO4HBIX

KOMITOHEHT TIpuBeJieH Ha ckpuHIote (Pucynox 18).
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!?_] OunbTpauvs sanpocoe (YcranosneHo)
[[] IP-aapec v orpanmuenna gomeHa

[[] Asropusauws URL-agpeca

[[] AaiiaxecT-nposepka nogauHHoCTH
[] Obwiynas NPOBEPKa NOAAVHHOCTY

| Mposepka nogaunHocTn Windows

D I'Iposepxa NOANVHHOCTW C CONOCT3ENEHMUENR

D I'Iposepxa NOAANHHOCTA C COI'IOCTBBI!GHMEH.

[J UenTpanusosantas noaaepxka SSL-ceptu
4 [m] WcnpasHocTs v anarnocTtuka (YcraHoeneHo 1
Beaetine xyprana HTTP (YcraHosneHo)
[[] BegeHue xyprana ODBC
[[] Monutop sanpocos
[[] Hacrpaveaemoe segenue xypHana
[] Cpeactea sepeHua xypHana
[] Tpaccvpoeka
4 [H] Obwme dyrkuum HTTP (YcraHoenero 4 us 6)
AoxymenT no ymonuanuio (Ycranosneo)
OBzop katanora (YcraHoeneHo)
[V] Ownéxn HTTP (YcraHosneHo)
[Vl Cramueckoe cogepxumoe (YcTanosaeHo)
[[] Mepenanpasnenue HTTP
[] NyBavkaums WebDAV
4[] NpoussogutensHocts (Ycranosnero 1 us 2)
[V] Cxatue cratvueckoro cogepxumoro (Ycra
[[] Cxatne aunamuyeckoro copepkumoro
4 [m] Paspabotka npunoxenuit (Ycranosnero 3 us |
[] Asp
[] ASP.NET 3.5
[] ASP.NET 4.5
[ cai

[[] Bratouenua na cTopoHe cepsepa (SSI)
[] WHuuuanusauus nNpUAOXeHNA
[] Npotokon WebSocket
[V] Pacwmperus ISAPI (YcraHosneHo)
[V] Pacwwmpsemocrs NET 3.5 (Ycranosnero)
[] Pacwwupsemocts .NET 4.5
@ OuneTpe: ISAPI (YcrarnosneHo)
4 [] FTP-cepsep
[] Cayx6a FTP
[J Pacwwupsemocts FTP
4 [m] Cpeactsa ynpasnernus (YcraHosnerso 1us 7)
[V] Koncons ynpasnenua cayxBamu IS (Ycranosa
[[] Habopsi cumsonos v cpeacTea ynpaeneHns o
[] Cayx6a ynpaenenns
4[] Ynpaenenue coemectumoctsio ¢ IS 6
[] Merabasa cosmectumocty c lIS 6
[] WncrpymenTe ckpunTos IIS 6
[[] Koncons ynpaenenus cayxbamu 1IS 6
[] Cosmectumocte c WMI IS 6

M n P ~

<]

Pucynok 18 — HaGop koMnoHeHT
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2. Co3znatp nanky Ha web-cepsepe. B npumepe nanka HassiBaetcst «1C».

hasHas Mogenutbca Bug
@ > 1 | . » 3toTkomnbtotep b JlokaneHbii guck (C) b inetpub » wwwroot »
B
3¢ Vsbpanrioe Wna [Jata usMeHeHns Tun Pasmep
g 3arpysku & 1c 29.04.2014 14:25 Manka c daitnamu
2l Heaaenue mecta [ iis-85 15.04.2014 15:28 Pucyrok PNG 98 Kb
B PaBouwii cton 2 iisstart 15.04.2014 15:28 HTML-goxyment 1KB

1% 37101 KOMNBIOTEP

Pucynox 19 — Coszanue narku na Web-cepsepe

3. OmyO6nukoBath cepsuc u3 1C.

AnmunuctpupoBanue -> 1C -> Konduryparop -> AnmunuctpupoBanue -> Ilyonukanus

Ha web-cepBepe.

X
~ OcHosHble | | OnyBrukosas |
Vims: = | | OmeniounTs |
BeGcepsep: | Intemet Information Services vl
Katanor: |C:\inetpub\wwwroot\ 1c\ | Coxpatums |
MyBnuKoBaTs TOHKMIA KNMEHT W BED-KNMEHT
| 3arpysum |
My6nukosaTe Web-cepaucel no ymonyaHuio
MyBnukosate Web-cepaucs::
I i lepec | 3aKpbiTs l
| Cnpaska |
[ ] Ny6nukosats mcTpubyvs
Pacnonoxenue nyGnukyemoro amcTpubyea:
Wcnonbsosats ayTEHTMOMKELYAD ONEPELMOHHOI CUCTEMBI

Pucynox 20 — ITybnukarmus Ha web-cepBepe

Copnepxxumoe (Pucynok 21).
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[nasHas Moaenutbca Bua

@ * 1 |jg » 37oT komnbtoTep b JlokaneHbiid guck (C:) » inetpub » wwwroot » 1c
3% Vis6pantoe Wma 2 [lata nameHeHuns Tun Pasmep
8 3arpysku 3] default 29.04.2014 14:25 ®aiin "VRD" 1KB
] Hegaenme mecta [;] web.config 29.04.2014 14:25 ®aiin "CONFIG" 1KB

B PaBounii cton

Pucynok 21 — Conepxumoe

4. 3anate npasa st oopadotunka web-cepsrucoB 1C (Pucynok 22).

[IpaBa Ha 3anyck (Bbmonnenue) monyneit no6asistorcs ais rpynnsl [IS TUSRS na nanky

C:\Program Files (x86)\1cv8\8.3.4.465\bin.

[hasHas Mogenutbea Bug

@ @ * 1 |Jg » 37oT komnetoTep b JlokaneHbiii guck (C:) » Program Files (x86) » 1cv8 » 8.3.4.465

S
0 Wsbpannoe Ve [ata nsmeHeHus Tun Pa

g 3arpysku I . bin
ﬁ HeaasHue mecta . docs
B PaBouwii cton . licenses Mpensiaywve sepcin I Hacpoiika
| readme Otuwe | Hocyn | fescaErvacts
1% 3707 KOMNBIOTEP 2 readme Wms o6vekta: C:\Program Files (x86)\1cv8\8.3.4.465\bin
eA' s Tpynnb! vnu Nnonb30BaTENN:

% MNonszosatenn (TST1C\Monb3oBaTenu)
F|1S_|USRS (TST1C\IS_IUSRS)
2, Trustedinstaller

1< | m

Y106k U3MEHUTE PaspelLeHus,
HaxmuTe KHonky "Mamenums".

Paspewetrua ana rpynner "lIS_IUSRS"
Paspewnts 3anpemms

MonHbiit gocTyn

WNamererune

YTteHue 1 BeinonHeHue
Crnmcok cogepxumoro nanku
YUreHue

3anuce

Y1oBbl 3303 0COOLIE PESPELIEHNA UK

nNapameTpbl, HEXMUTE KHOMKY
" OononHuTensHo .

L 0K I[ OmveHa l[anMeHVlTb]

Pucynok 22 — 3ananue npas ais oOpaboTurka
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5. Ecnu 6a3a gaiinosas, To Hy>kKHO 100aBUTh IIpaBa Ha U3MeHeHue (V3MeHeHue) Ha nanky u

IO AIIaIIKH 0a3bl JIISL TOM JKe TPYIIIIBI.

Ynpasnexnue

[nasHas Moaenutbca Bug

@ @ > 1 |':& » 37oT komnbtoTep b JlokaneHbiid guck (C:) »

B

e Ws6parroe WNma Jata naMeHeHus Tun Pasmep
g 3arpyzku . inetpub
£l Hepashue meca | Perflogs
B PaBounii cton | Program Files Mpessiayune sepc
L. Program Files (x86) Otuwe I Aocmyn
1% 3roT KoMnNbIOTEP . templC Wma o6vekta: C:\temp1C
p
. Windows
[pynnsl unu nonszoBaTeni:
€ Cers | Monbsosatenu

% AgvunmcTtpaTopsl (TST1C\AgmuHucTpaTtops!)
& Monszosatenu (TST1C\MNonszoBatenu)
a IS_IUSRS (TST1CMIS_IUSRS)

(<] n

Y10Bb! USMEHWTE Pa3peLLeHns,
HaxmuTe KHonky "Wamerums "

Paspewenua ana rpynnet "IIS_IUSRS™
Paspewnts 3anpemts

MonHb gocTyn &)

Wamererme

YreHue 1 BoinonHeHue
Crmcok coaepXumMoro nanku
Yrerne

3anuce

Yro6bl 338 0cobbie paspelueHna unu
napameTpbl, HEXMUTE KHOMKY
"[ononHuTtensHo".

0K | | Omvexa | I MpumernTs l

Pucynok 23 — [TpaBa Ha U3MEHEHHUE

6. 3aiitu B koHCOJIb IIS.

7. HaxaTh mpaBoii KHOTIKO MBIIIN Ha CTPOKY C CO3/IaHHOM paHee mankoi (PucyHok 24).
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Pexum

Daiin Cnpaska

b @ i MpoeoaHnk
PepakTuposath paspeluerus...

Q- iz |8 % HayanbHasa ctpaHuua TST1C
&5 HavanbHan cTpanmua B .
J E TSTIC (TSTIC\Agmmmncrpar OuabTpbE: v ¥ Mepeiitn ~ 5 Mokasars ece | (
(5} Mynel npuncxenuii ASP.NET
48] caiiTbl ‘ = ‘EL
4-€) Default Web Site Q & = 2
[ [@ 1C Fno6anuz... Komnunauyms lMapametper  [Mpasuna  Crpanuupl
D{ —L Al AICT s uam_28T0PU3AL,..  OLIMBOK.. T

MpeoBpazoeate B NpUNOXKEHNE

[o6aBuTe NPUNOXKEHKE. .

T D B

JobasuTe BUPTYanbHbIN KaTanor...

¥npasneHue nankoi »
OBHOBUTE wupoea.. Mogynm
_ = BECAVUMBIL...
L‘_=_| MepekntoynTeca B pEKUM NPOCMOTPE COAEPKUMOTO &) ==

b |

Pucynoxk 24 — BeiGop paree CO3IaHHO# MATKu

8. IIpeoOpa3oBbIBaTh €€ B MPUIIOKEHHE.

Hazeanue caiita: Default Web Site

MyTs: /

[cesaoHnm: MMyn npunoxennit:

I | |DefauItAppPool

Mpumep: npogaxu

Dusnyecknii nyTe:
| Ci\inetpub\wwwroot\Tc.

Mposepka NoanMHHOCTI

Mogkn. Kak... TecT HacTpoek...

[ ] Brntounte npegsaputensHyro sarpysky

Pucynok 25 — IIpeobpa3zoBaHue Nanky B MPUIOKEHHUE



9. Ho6aButrs MIME Tums! 1C.

Gi Tunbl MIME
0,- H |2 la, Jo6asute...
% Hauansan crpaHnga 37Ta pyHKUMA NPEAHASHAYEHA 4NA YNPABNEHUA CNMCKOM PacLLMpeHit Gainnos u c C HUMW TUNOB 0 Cnpaexa
TSTIC (TSTIC\AgMURUCTPRT | o penwumoro, 06p BeB-cepBepom Kak cTatuyeckux Gainoe.
-} Mynel npunoxenuii
4.8 caiiTsl Crpynnupoeate no: Bes rpynnuposaHua ~
4 & Default Web Site Pacumpefine Tun MIME Tun 3nemenTa Al
e ders text/xml NokaneHblit =
b 1 lews text/xml NokansHbiii
b-(P templC 3gp video/3gpp JokaneHblii
2 s . el L. -l n. o

Pucynok 26 — Jlo6aBnenue MIME

10. JoGaBuTh HaCTpOWKH st 00padoTku daition 1C.

Ha Brmanke «ComocraBiieHne 00pabOTYMKOBY» 00aBisieM CKPUNTHI (HE CKPHUIITHI CO

3BE3J0YKON) TSl KaKIoTo pacimperus -"*. 1cws" u "*. 1crs".

Qaiin Pexum  Cnpaska

[é’ CornoctaBneHuns 06paboTunkos

a,v H | = | 0, [JloBasnTb ynpasnsembii

ﬁ Havanuoda crparinia 37a dyHKuMA AR pecypcos (616 DLLun Oro K0Aa), KoTopble zﬁ:ﬁ:::ztl:ocrameuue
; Pea: Yy (¢ ynp 3
4 ‘i TST1C (TST1C\AgMuHmcTpaT p oT onpea TUMbI 33NPOCOE.

Myner npunoxerni JloBaenerune conocTasneHns

4.6 caiitel Crpynnupoeate no:  CoctoaHue 4 cuyeHapua ¢
46D Default Web Site Wma = MyTe CocTosHue Tun nytn O6paboTumnk OACTaHOB O
z B Jo6aenTs conocraenexue
¢ KAKOYEH MOAY/A..
b g :c— 18 IC:EMerprfse s *ders Bintouen He ykasbisaetca  IsapiModule Vismererue paspeuenuii
b-if temp 1CEnterprise cws “lews BrntoueH He yxasbigaetca  IsapiModule byHKUMM...
CARTIARC kel i * n BepHyTb K
ﬂOSaMEHMe COMOCTaB/eHnA CUeHapusa
IMyTs 3anpoca: [ ConocTaeneHue ] Komanas! I foctyn I I
*lers
Mpunep: *.bas, wsvc.axd YkaxuTe Heobxogumbiii gna oBpaboTunka goctyn:
Wcnonnsemsiii daiin: O Her
IC:\Program Files (x86)\1cv8\8.3.4.465\bin\wsisapi.dll | EI O Ureiine
O 3anucs
Wnas:

O Cuenapuii

| 1C:Enterprise crs

® BoinonHerue

I Orpanuyenua 3anpoca... l

I I

Pucynok 27 — Jlo6aBnenue HacTpoek aist o0padboTku ¢aitnos 1C

Hmena MoryT ObITH JTHOOBIE.
I'maBHOE — 1Sl KaXKJOT0 PACIIMPEHUS OTACIBHOE MPABHJIO!

Orpannuenus 3ampoca -> Jlocryn -> Cuenapuil uinu Beinonnenue.
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11. /1ns 06paboTUMKOB HYKHO 3a/1aTh JonoiaHuTeabHbIe napametpsl (Edit Feature Permission).

12. YcranoButh (haru 3amycka CKpUITOB U IMPHIIOKEHHA.

u%‘) ConocrtasnexHns 06paboTumnkos

06pabaTeiBaloT onpeaeneHHbIE TUMbI 33NPOCOB.

37a pyHKUMA NpeaHasHaueHa Ana ykasaHua pecypcos (Bubaunotek DLL n ynpasnsemoro koga), koTopbie

[Vl Yrenne

[v] Cuenapwii

[v] Beinonwenne

Crpynnuposate no:  CocTosHue -
(L] “ MyTs Cocrosnue Tun nyt O6paboTumnk
Bknroyen
1C:Enterprise crs *lers Brntouen He ykasbisaerca  IsapiModule
1C:Enterpy [oBaenTs ynpaenaemblii 06paboTumk... sapiModule
OPTIONS [loBaenTb CONOCTABNEHNE CLEHAPMA... ’rotocolSuppol
fules-64- [JoBaBneHue ConocTaBNEHNA CLEHPUA C NOACTAHOBOYHBIMM 3HAKMMU... sapiModule
les;ins [lo6aeuTb CONOCTaBAEHNE MOAYNA... .
rules-I1SA| sapiModule
svc-Integ Vzmenuts... iystem.Servicel
sve-ISAP Mepenmerosats sapiModule
sve-ISAPI X Yzanute sapiModule
TRACEVe W3meHenue paspelueHmnin yHKLMM. .. ’rotocolSuppol
xoml-64- BepHyTb K poanTENbCKUM nap B2 ‘
xom:-:;: MpocmoTpers oTcopTUPOBaHH| !
xoml-
StaticFile| @ Cnpasks G |

I

[ob6aeuTb ynpasnsaembiit
oBpaboTuuk...

[o6aenTe conocTaeneHne
CLEHAPKA...

obasneHne conocTasneHna
CLEeHapua C
MOACTEHOBOYHBIMMN 3HIKAMM, .,

[oBasuTe conocTaeneHune
MOZYNA...

WzrereHne paspelueHuit
dyHKUNN...

BepHyTb K poanTENBCKUM
napameTpam

MpecmoTpets
OTCOPTUPOBAHHbIN CANCOK...

O Cnpaseka

Pucynok 28 — YcTaHOBUTH (pi1aru CKpUNTOB U MPHIIOKEHUH

13. MoxHOo mpoBepuTh Hanuuue oopadbotunka web-cepsucoB 1C Ha Bkianke ISAPI and CGI

Restrictions mis cepBepa.

[ & » TsTIC »

Qaiin  Pexum  Cnpaska

e-H|% |8
.5 HauansHas cTpanmua
485 TSTIC (TSTIQ\A Tpat
=} Mynbl npunoxeHnit
(@] caiitel Cepynavp

37a dyHKUMA Npest
Beb-c

13 Ans y

o ol

no: bes rpynnup g

ei OrpaHnuernsa ISAPI u CGI

pacwmpennit ISAP| u CGl, koTopbie MOTYT BLINOAHATECA Ha

@ Mogayne CGl He ycTaHoBREH.
MoxHo ykasaTe
npunoxenna CGl, kotopbie
paspeLLEHo 3anycKaTk,
0AHaKO WX MOXHO Byaer
33NYCTUTL HE PAHBLLE, HEM

%) 0 Default Web Site Onucaitie OrpaHuyeHne Myt

1C Web-service... Paspewero

C:\Program Files (x86)\1cv8\8.3.4.465\bin\wsisapi.dll

GyAeT ycTaHOBNEH MOAYIL
CGl.

JobBasute...

VismeHnTs Napamerpel...

Pucynox 29 — IpoBepka Hanmmuust 00paboTIHKa

Tak kak yctaHOBKa HIET B 64 pa3psaHOM OKPYKEHUH, TO JUII 00pabOTUYHMKA HY>KHO BKIIOYHTH

CIEAYIOINN PEXKUM:
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ITyner npunokenuit -> DefaultAppPool -> JlomonnuTensHble mapamMeTpsl -> Pasperensr 32-

paspsiIHbIE TPHIIOKEHUS ->True.

L] [vcnetuep cayx6 IS TR

@ A} IQ » TSTIC » [ynel npunoxennit |E - ﬁ \0'
®a

(
iin  Pexum  Cnpaeka

e-H | | & a! nyﬂbl I e & Dobasuts nyn npunoxenmii...

e % HauyaneHas CTpaHuua Onpeﬂeﬂmb 3Ha4YeHwuAa no
485 TSTIC (TSTIC\Agmunucrpar YMOAUaHWIO AR Nyna

37a CTPaHWLAa NO3BONAET NPOCMATPUBATE W M3MEHATE CMIUCOK NY/I0B NPUIOKEHNH, CYLLECTBYHOLLNX Ha
cepeepe. Kaxablii nyn npuaoxeHuii cesisaH ¢ pabouni NpoLIECCOM, COAEPKUT OAHO MM HECKONBKO

= NPUAOKEHNI...
Myner npunoxernii npw. i 1 oBecr W30NALMI0 NPUAOXKEHWIA APYT OT Apyra. L
&) caittbl 3apaum nyna npunoXerni
b D Default Web Site DuneTper v W Depeittn ~ % Mokasats ce ] Crpynnupogate no: : » 3anvours
i Wma & Cocron... Bepcwacp.. Pewumynpas.. Ygoctosepenne Mpunoxerus B Ocranosuts
b @DefaultAppPool Pabora.. v4.0 BcTpoenHbiit ApplicationPoolld... 3 < Mepesanyck...
b templC " %
Wsmenuts nyn npunoxexnin
OcHoBHbIE HACTPOMKM...
4 (O6wwe) ~ Mepesanyck...
Bepcua cpeger CLR .NET v4.0 Jononrurensisie
1000 nNapameTpbl...
Aynia ouepean Mepenmerosats
[ L o
Pazpewwenbl 32-paspaaHbie npu. True v X Ypanurs
Pexum 3anycka OnDemand MpocmMoTpeTs NpunoKeHns
Pexxum ynpaensemoro koneeiie Integrated o Crpasxa

4 3awwmra ot yacTbix cboes
BintoyeH True
Wntepean cboes (B muHyTax) 5
Wcnonxaembiii paitn npu sasep
Makcumym cboes 5
Mapametpe! ucnonxsemoro dai
Tun oteera "Cnyxba HegocTynH HttpLevel

Pucynok 30 — M3menenue pexxuma s o0padorunka 14.

3arem obpatuthes o azapecy http://localhost/1C/.

eln http://192.168.2.167/1C/ru/ Jo RS |d

X Haiwm:  Windows Hazag [anee [ Mapametper v

1C:NPEANPUATUE 8.3
® 000 -‘rlC», 1996 —2013 '&

(—) (E—) ) ( J( ) ( J( ) ( 114 ) ( )

Pucynoxk 31 — O6pamienue o aapecy
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B cinydae anonnmHOM ayTeHTHHKamK Ha IIS u noctyme k 6ase cienyer:

15. Hactpouth  JOCTYym ¢  WCHOJb30BAaHUEM  aBTOMATHYECKH  CO31aBacMOrO
nois3oBarens [USR.

16. BaxxHo mpoBepHuTh, YTO AHOHMMHAs IPOBEpKA MOUIMHHOCTH BKIIOYEHA KaK B

xopHe cepsepa, TAK 1 HA CAUTE. (Muaue ne Gyaer paborars padoraer!)

> > T1 Cbl > DaebSite b 1 3

Cnpaexa

e-H|% |8 E‘? Mposepka NoAMMHHOCTH

¥ HauansHas cTpanmua
4 Qi TST1C (TST1C\AamunucTpaTi
L=} Mynbl npunoxernit
CaiiTel A L g o
46D Default Web Site Onuuersopenne ASP.NET OTknroueH
b@1C
p-E e
p@ temp1C

@ Cnpaska

Crpynnupogate no: Bes rpynnuposanna -

-

Wma Cocrosmue Tun oTeeta

Brnrouen

Pucynok 32 — Hactpoiika noctymna npu aHoMalibHON ayTeHTU(DUKALUU
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4 Jkeniyaranus, TeXHU4ecKkoe 00c/1yKUBaHHe, PEMOHT M XpaHeHHe KOMIIOHEHTOB

CUCTEMbI

CrienanbHOro periiaMeHTHOro oocyxuBanusi CucreMsl He TpeOyerT.

KoHTponb Haj HMCMONIb3yeMbIM JHCKOBBIM HpocTpaHcTBOM b/l ocymiecTBisiercss mMTaTHBIMU
CpeicTBaMU aMHUHHCTpUPOBaHus Linux, Takum kak logrotate.

Logrotate - mpwmioxeHue, pa3paboTaHHOE Hjisi OOJIErdeHHs YIpaBieHUs Jor-(daiiaMu.
VYTuianra no3BosisieT B aBTOMaTHYECKOM PEKUME apXHBHPOBATh, YAAIATh, OUUILATH U OTIPABISTH Ha
email stor-gaiinel. ITOT mporecc 00bIYHO Ha3bIBAaeTCA poTanueit jor ¢aiinos. Logrotate MoxeT OBITH
HACTPOCH Ha XKETHCBHYIO, ©KCHEICIIbHYIO WIIH €KEMECYHYIO POTAIHIO.

KOHTpOJ'H: HaIa HpI/IJ'IO)KeHI/IeM OCYH_IGCTBJ'ISIGTCH INTATHBIMHA CpCI[CTBaMI/I a,[[MI/IHI/ICTpI/IpOBaHI/I}I
Windows.

KonTposns 3a usmenenuem b/l ocymiecTBisieT aiMUHUCTPATOP 0a3bl JaHHBIX C [IOMOILb CHCTEMBI
MOHUTOpHUHTa Zabbix, UCTIONB3YS CIICAYIONIHE TUIATUHBL:
O pgbadger (mo3BOJIIET OCYIIECTBISET AaHATUTUKY 110 BJ1);
0 mamonsu (I103BOJIIET OCYILECTBIATH MOHUTOPUHT BJ]);

0 powa (mo3BoJsieT cOOMpaTh CTATUCTUKY U CTPOUTD 110 HEH aHAIUTHUKY).
Zabbix — cBoOoOjHas cuUcTeMa MOHUTOPUHTA M OTCJICKHBAHUS CTaTyCOB pa3HOOOpPa3HBIX

CEPBUCOB KOMIIBIOTEPHOM CETH, CEPBEPOB U CETEBOr0 000PYI0BAHHUS.

5 I[eﬁCTBHﬂ INpU BOBHUKHOBCHUHU OIHMOOK U HEenmoJIaaoKk

B CJIy4a€ BO3HUKHOBCHUS 000 KpHTquCKOﬁ OIJ_II/I6KI/I, IIpu HCIIOJIb30BAHUU CHUCTCMBI,

TpedyeTcs:

0 BBecTH CUCTEMY B aBapUIHBIN PEKUM;
O cBsizaThest ¢ pa3pabOTUUKOM.
Kputnueckoit ommubkoii B Cucreme sBisercs m00as HEBO3MOXKHOCTh HCIOJIb30BaHUS

OCHOBHOT'O (DYHKIIMOHAJA.
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